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AHHOTaANUA

MeTtoauueckre peKOMEHJAIMK MOArOTOBJIEHBI B MOMOIIb IearoraM o0pa3oBaTeIbHBIX
OpraHu3alii 1 OPUEHTUPOBAHBI HA OKa3aHHE METOJAMYECKOM MO OpraHu3aliid U MPOBEICHUIO
TEMAaTUYECKOr0 YpOKa, TOCBSIIEHHOIO MPOTHUBOJAECUCTBUIO BOBJIECYECHHUSI MOJOIBIX JIIOAEH
IIKOJILHOTO BO3pacTa B (PMHAHCOBBIE MPECTYIIJICHHS B KAYECTBE KEPTB U COYIACTHUKOB.

B Meronnueckux peKOMEHJALMAX MPEIJararoTcs COAEP)KATEIbHbIE, METOJAMYECKHE U
TEXHOJIOTHYECKUE TMOAXOAbl K TMPOBEACHUIO YPOKa, PACKPBHIBAETCS KOMIUIEKC BOIIPOCOB,
CBS3aHHBIX C MPOBEJCHUEM JaHHOro Meponpusatus. Ilpennaraemble Marepuanbl HOCAT
PEKOMEH/IaTeIbHBIN XapakTep, MOATOMY MPENoAaBaTeN b MOXKET MPOBECTU 3aHATHUE, ONUPAsCh HA
JTaHHbIe pa3pabOTKU, MCXOJ M3 COOCTBEHHOI'O ONBITA, YUYUTHIBAs BO3PACTHBbIE OCOOEHHOCTH,
YPOBEHB TIOJITOTOBKU O0YYAIONINXCS, a TAKKE TPAJAULIMN PETHOHA.

IMosicuuTeILHASA 3aNIMCKA

@HUHAaHCOBOE T'PAMOTHOCTh MOJIOJIEKHM CHOCOOCTBYET NPHUHATHIO I'PAMOTHBIX peEIIEHUl,
MUHUMH3HPYET PUCKU U TEM CAMBIM CIIOCOOHO MOBBICUTH (PMHAHCOBYIO O€30M1aCHOCTh HACEIICHHUS.
Huskuit ypoBeHb (hUHAHCOBOW IPaMOTHOCTH MOJKET IPUBECTU HE TOJIBKO K OAaHKPOTCTBY, HO U K
HETPAaMOTHOMY  IUIAHUPOBAaHHMIO BBIXO/Ia HAa TEHCHUIO, YSI3BUMOCTH K ()MHAHCOBBIM
MOLIEHHUYECTBAM, UYPE3MEpPHBIM J0JIFaM M COLMAJIbHBIM MpoOieMam, BKIIOUYas ACIPECCUI0 U
IIPOYME JTUYHbIE TPOOIIEMBI.

Cornacno craructuueckuM JaHHbIM MBJI Poccun B Hacrosiee BpeMs MOJOJblE JIHOAU
(mmaame 18 jer) Bc€ yalie CTaHOBATCS KEPTBAMU MOILEHHUKOB: IMOJIb3YSICh HEONBITHOCTHIO U
JIOBEPUUBOCTBIO JIETeH U MOAPOCTKOB, 3JI0YMBIIUIEHHUKN KPaayT IeHbIU C UX KapT U CO CUETOB
ux poautenel. s oOMaHa MCTIONB3YIOTCS UTPHI, IPHU3BI M JaXKe MPEATIOKECHHS O MOIPaOOTKE.
BwMmecte ¢ pa3BuTHEM OHIAWH-YCIYT W LU(PPOBBIX CEPBUCOB MOIIEHHUYECTBO C MOXMILECHHEM
JMYHBIX CPEACTB (PU3MUYECKUX JIMII CTAIO OJHUM M3 OCHOBHBIX PHCKOB BO MHOTHX cTpaHax. [Ipu
3TOM OHM 3aTparuBaroT U JieTei — B Poccum camoil 10HOM >kepTBe (PMHAHCOBBIX MOIIEHHUKOB
Bcero 11 ner. [TogoGHBIE yrpo3bl OTMEUEHBI HE TOJIBKO B Poccun v MOTYyT OBITh aKTyaJlbHBI AJIs
ctpan CHI'.

IIo MHEHUIO NICHXO0JIOrOB, BUKTUMHOCTb — CKJIOHHOCTb CTaTh JKEPTBOM NPECTYIUICHUN —
3aKJIapIBacTCA B JETCKOM BO3pacTe. 3aiaya ypoka — CHU3UTB 3Ty CaMyl0 BUKTUMHOCTb, OITUPAsICh
Ha 3HaHMS O BUAaX M (¢opMax (UHAHCOBOTO MOUIEHHUYECTBA U OIBIT HPOTUBOCTOSHUS
MaHMIYJISALUSAM [IPECTYITHUKOM.

[ToaToMy Ba)kHO OOBSICHUTH MOJIOJIBIM JIIOASIM O MOJOOHBIX yrpo3ax B peajlbHOW JKU3HU,
WHTepHeTe, COUAIBHBIX CETSIX M MECCEH/DKEpaX M HAyduThb CAMOCTOSATEIBHO ONPENEINATH
MOILIEHHUKOB MO OTJIMYUTEIbHBIM [IPU3HAKAM.

CornacHo onpocy IIKOJIBHUKOB, TPOBEJCHHOMY B paMKaxX 3UMHEH IIKOJIbI [0 (PHHAHCOBOM
6e3onacuHocTt 2024, oprann3oBanHoi LIeHTpOM MEXOIMMIUATHON MOATOTOBKH MIKOJIBHUKOB U
CTYAEHTOB B Hosi0pe-nekabpe 2023 roma, ogHoit u3 Haubosee uHTepecytoumx teM (73%
OTPOILIEHHBIX M3 MOTEHIMAIbHBIX YYACTHUKOB MeXAyHapOoAHONW OJUMIHNAAbI 1O (PUHAHCOBOM
0€30MacHOCTH) SIBIISICTCSl TeMa BOBJICUCHHUSI MOJIOJBIX JIIOJICH B (PMHAHCOBBIC MPECTYIICHUS B
KayecTBe JKEPTBBl WJIM COydacTHHMKA. bojee Toro, mouyru Kaxkaslii BTOpOil IIKOIbHUK (47%
OTIPOLICHHBIX) YK€ CTAIKHBAJICS ¢ IOJOOHOM CUTyaIMe (caM MU CIIBIIIAT O HETaTUBHOM OIIBITE
oT Jpy3ei). Takyke MOJIOJBIX JIFOACH WHTEPECOBAIM BOMPOCHI BOSHHUKHOBEHUS TMOCIEICTBHI U
CTETNIEHW OTBETCTBEHHOCTH 3a COBEPILIEHHBIE JEHCTBUS.

B cBs3u ¢ »THMM paccMaTpuBaeMasi B HACTOSIIEM YpPOKE TeMaTHKa SIBJISETCS O4YeHb
aKTyaJIbHOM.

Lleab 7aHHOrO YpoKa - MOTUBHPOBATh O0YYAIOUINXCA HA BBIPAOOTKY JIMYHOW CTpaTEruu
IPaMOTHOTO TIOBEJCHHMS B CHTyallUiX pacTyIIMX (PUHAHCOBBIX PUCKOB M (PUHAHCOBOTO
MOILIEHHUYECTBA.



2.

3.

3aia4yu JaHHOTO YPOKA:

® 3QJ0XUTH y 00yUYaAIOIUXCsl YCTAHOBKUA IPAMOTHOTO (PMHAHCOBOTO TIOBEACHMUS,

e chopMHUPOBATh Y 00YJAIOMIMXCS MPEJCTABICHUE O MPU3HAKAX CUTyalnii (PMHAHCOBOTO
MOIICHHUYECTBA, MPU3HAKU (DUIIMHTOBBIX U APYTHX MOIICHHUYECKUX CANTOB.

Hayuntp o0yuaommxcs:

- pacro3HaBaTh YIrpo3y MOIIEHHMYECTBA M HE COBEpLIaTh JACHCTBUN MO IUIATEKaM U
IepEBOJIaM B M0JIb3Y MOUIEHHHUKOB;

- ACMOJIb30BaTh AJITOPUTMBI JEUCTBUI B TUIIMYHBIX CUTYAIUSX, CBA3AHHBIX C BO3MOKHBIM
WIH YK€ COBEPIICHHBIM (DMHAHCOBBIM MOIIICHHUYECTBOM,

- IPEeANPUHUMATH MEPBI MPEIOCTOPOKHOCTH MIPU UCIIOIB30BAHUM PA3JIUYHBIX BUIOB JE€HET
U OTIEpALMSIX C HUMH,

- KPUTUYECKH OTHOCUTBHCS K MPEUIOKEHUSAM C NMPU3HAKaMU JaBJICHUS, MAHUITYJIUPOBAHUS,
MOIIIEHHUYECKHUX JICHCTBUIA;

JlaTh MOHUMAHME TOTO, YTO 32 BCe (PMHAHCOBBIE PEIICHUS OTBEYAET COOCTBEHHUK CPEACTB
(cBOMMM JI€HbIaMM), JaK€ €CIIU PEIICHUs MPUHATHI MOJI BIUSHUEM PEKJIaMbl U TOJ JaBJICHUEM
MOIIICHHHUKOB.

OcHOBHBIE Te3HChI YPOKA, KOTOPbIe OyIyT PACCMOTPEHBI

Jlerkue AEHBI'H — TSDKENBIE TOCIEACTBUS: CHOCOOBI BOBJICUEHHS MOJIOICKH B TPECTYITHYIO
JIeSATEIbHOCTD.

1.1.  Jleru — epTBbl (PMHAHCOBBIX MOILIEHHUKOB

1.2. Jletu — coy4yacTHUKU (PMHAHCOBBIX MOIIIEHHUKOB
Heiipocets KakK COBPEMEHHBIN UHCTPYMEHT (UHAHCOBBIX IIPECTYIJICHUN.
MoleHHIYECKUE CXEMbI ¢ TOMOILbIO UCKYCCTBEHHOI'O UHTEIIJIEKTA.
3amuIeH — 3HaYUT BOOPYKEH: KaK 3alIUTHTHCS OT (PMHAHCOBOTO MOIICHHUYECTBA.



Paznen 1. Jlerkue JeHbI'M — TSKeJbIe MOCJIEACTBHA: CIIOCOOLI BOBJIEYEeHUS
MOJIOEKH B IPECTYNHYIO 1eATeJIbHOCTD.
1.1. [leTu — :xepTBbI (PMHAHCOBBHIX MOIIIEHHUKOB

B ku3HM neTH ¥ MOJIOJEXb CTaHOBSTCS KepTBaMU adeprCTOB HApaBHE CO B3POCIBIMH.
KonruecTBO MUCTAaHIIMOHHBIX MOIIEHHUYECTB B OTHOIICHWH HECOBEPIICHHOIETHUX HEYKIOHHO
pactér. Hanpumep, B 2023 rogy B MOCKBE KOJIMYECTBO TAaKUX MPECTYIUICHUA YBEIIMYMIIOCHh Ha
29%, a cpeau 06MaHyTHIX KepTB 10% — 5To moapocTky 10 14 mer.?

Kak npaBuiio, 3710yMbIIIIEHHUKH TBITAIOTCS 100paThes 10 0aHKOBCKON KapThl pOAUTENeH
wim camux gered. "Mm ynaercs 0e30mIMO0YHO WIrpaTh Ha KadyecTBax, MPUCYLIUX JAETAM U
MOJIPOCTKAM, — JIOBEPUYUBOCTH, HEYMEHHH KPUTHYECKU MBICIIUT, IETKOM OTHOIICHHUH K JCHbraM,
neunuTe OOIIEHNS 1 KXk Ie TOOLUIPEHUs U IPU3HAHKS",

@®opM U BHUIOB (PUHAHCOBOTO MOIIEHHHUYECTBA B OTHOILIEHUH HECOBEPUICHHOJIETHHUX
CTaHOBHUTCA Bce Oonbiie u Oosbmie. C pa3BUTHEM HHPOPMAIIMOHHBIX U KOMMYHHKAITHOHHBIX
TEXHOJIOTHII CXeMbl MOIICHHUKOB CTaHOBSITCS Bce Ooisiee cinoxHbIMA. Ho Hama 3amaua —
HAYYUTHCS PACIO3HABATH TAKUE YIPO3bI U TPOTUBOCTOSTH UM.

[IpuBenemM mpuMep U3 pealbHONM JKU3HM TNPUMEHEHUS CXeMbl TeJie(pOHHOro
MOIIEHHUYeCTBA. MPECTYIHUKU yOenunu 12-IeTHIO0 eBOYKY, 4yTo €€ 0adylika rnomnaia moj
MAaIIMHY, U OHa Mepeiaia He3HAKOMILYy HATMYHBIE IEHbIU Ha JICYCHHE.

21 nosbps ooma y Buxu 3a360HUI QOMAWHUL Mele@OH — HA MOM KOHYe NPosood Kmo-
mo cunvHo naaxai. LlkonvHuye noxkazanocs, umo 2onoc npunadnedcum e€ badywxe. Ilocie Buke
cpasy e NO3BOHUNU HA MOOUTLHUK, HEU3BECMHbII CKA3A, YmMo 6abynio couna Mauuna — oHa
HOLYYULA CepbE3HbIE MPABMbL, HA ledeHue Komopblx HyscHo 600 meicau pybneu. Buka noobewana
HOMOYb: NO UHCMPYKYUU OM 360HUBULE20 OHA NOO20MOBUNA NOAOMeHYe, OyMazy, noCmenbHoe
benvé, esana y omya 50 muicau u ynakosana ux max, umoosi 6b110 He GUOHO, YO BHYMPU.

Bckope k neii 0omoti npuwién HeuzgecmHulil Mys*HCUUHa — OH ObLI 8 CHOPMUBHBIX ULMAHAX
u ¢ mémmuou b6opoodou. Buka omoanra emy Oenveu, nadesicb, ymo 6adyis CKOpPO NONPABUMCAL.
To3xce 0 noosuce oouepu y3Hal omey — MYICUUHA CpaA3y 000 6CEM 002a0AlCs U HANUCAT
3as6neHue 8 NOIUYUIO.

JlaHHBIH TIpUMep SIBISICTCS OYEHb YacTBhIM MPUMEPOM OOMaHa MOIICHHUKAMH JETeH U
noIpocTKoB. Jlanee Mbl 6osee moApoOHO PACCMOTPHUM, KaK 3Ta CXeMa pealn3yercs B )KU3HU.

PaccmoTpuMm cnenyrommii mpuMep MCNOab30BAaHHUS (eKOBOM YYETHOH 3amucH B
COLMAJILHOM CEeTH.

«B nauane oxmsabps 14-nemuetl 0egouxe 6 cCOyUAIbHOU Cemu NPUULLO COODWeHUe AKOObI
om 3Hakomoeo. OH ymeepacoa, umo cuema u 0envbu pooumeell WKOIbHUYbl 8 onachocmu. Bce
us-3a mMo20, YMO 6 UHMEpHeme eCmb UX HNEePCOHANbHble OaHHble, KOMOPLIMU MOSYM
80CNOIL308AMBCS MOULEHHUKU.

«IIpusmenvy cpasy owce npeonodcun peuweHue npoonemsl. On pacckazan 0egouke, KAK
cnacmu cemetinvie coepexcenus. [lkonvHuya nociredosana cogemy. Bzsna 6ankosckue xapmol
pooumerneti, Komopbwle Jedcalu Ha nyguke 6 npuxodxcetl, chomozpaguposana ux co ecex cmopoH
U OMNPABULA CHUMKU 3HAKOMOM).

B umoce co cuemos s3pocnvix nponanu 280 meicsu pyonei. [lomepneswue obpamunuce 6
noOAUYUI. Ycmanosneno, 4mo cmpanuyy 3HAKOMo20 0e8OUYKU 83/10MANU, U OM €20 Juya ¢ Hell
oowanucy agepucmol».

B nanHOM city4ae Mbl BUIUM, YTO MOIICHHUKH UCIIOJIb30BANI CXEMY CO37aHus QeiikoBon
YUETHOM 3aITUCH, HE MMEIOIIICH OTHOIIIEHHUE K ITOJIH30BATEIIO U BEJIU MTEPEIHCKH OT UMEHH JPYTOT0
JuIa.

! B Mockse adepucTsl cTany yalle HOXMINATh AeHbru y gaereii / PUA HOBOCTU. 18.12.2023. URL:
https://1prime.ru/finance/20231218/842595387.html

2 PoccusiH Hpepylpe i, YTo HOBas 1IeJib MOIIEHHUKOB — aeTH // IlpaiiM. AreHTcTBO DKOHOMHYECKOIL
unpopmanuu. 24.11.2023. URL: https://1prime.ru/exclusive/20231124/842355112.html



K coxanenuio, mpuBeAECHHBIE NPUMEPHl — 3TO JAAJIEKO HE EIUHCTBEHHbIE (OPMBI
MOILIEHHUYECTBA, C KOTOPBIMU CTAJIKMBAIOTCS B3POCIIBIE, AETH U MOAPOCTKH. CaMbIM yS3BUMBIM
3BEHOM 3TOH LIEITOYKH BCE JK€ OCTAETCS YeI0BEK, ero peakuuu 1 dMouuu. «B3omain» yenoseka
- B3JIOMAEIlIb BCE€ OCTaIbHOE. VIMEHHO 3TUM U MOJIb3YIOTCSI MOILIEHHUKHU.

VY MoOIIEHHMKA €CTh JIBE€ LI€JIM — OOMaHyTh M YKpacTb. JTO a3apTHBIN YEOBEK, HUIPOK.
VYTIpbI3eHUI COBECTH OT CBOMX JIEHCTBHMI OH HE YYBCTBYET U HAAEATHCS, YTO OH OJyMAacTCs WU
OCTaHOBUTCS, HAUBHO.

bonee Toro, noseaeHne MOIIEHHUKA U )KEPTBbI B KAKOI-TO MEPE CXOXKH.

JUId MOLIEHHHKA €ro ACUCTBHS — OTO BCETJa a3apT, JKEIaHWE IOIY4YHUTh aPEHAIUH, CO
BpPEMEHEM NPECTYIUICHUE CTAHOBUTCS €ro JIOOMMBIM jaejoM. [lopTpeT MOIIEHHHMKA BBITJISIUT
TaK: 3TO YMHBIHA, apTUCTUYHBIN, PAa3rOBOPUYMBBIN, YBJICYCHHBIA YEIOBEK, JIMIEAEH, KOTOPBII
pacronaraeT K cede, OH OCTOSIHHO pa3padaThiBacT HOBBIE BAPHAHTHI OOMaHa.

Ilcuxomorust XKepTBbl — 3TO TOXKE OCOOCHHOCTH JIMYHOCTH, KOTOpPbIE MO3BOJIIOT €i
MIOTIACThCS Ha YJIIOBKY MOIIIEHHHKA, IIJTFOC 0c00asi colnaibHas mporpamma noseaenus. Hanpumep,
KTO-TO XOYeT cnacartb MUp U TyT noiydaeT CMC 0 TOM, YTO POACTBEHHUK B OIIACHOCTH; KTO-TO
OouTCS COTPYIHUKOB MOJIULMH, U MY 3BOHAT, IPEACTABIISSCH TOJIULIEHCKUM.

B nanHOM ciydae, MOIIEHHUKH MOJIb3YIOTCS MeTogaMu COLMaIbHOM HHKEHEPUN.

ConuanbHasi HHKeHepHUsi — 3TO:

...IICUXOJIOTHYECKOE MAHUITYJIMPOBAHUE JIIOJbMU C LIEJIBI0 COBEPLICHUS ONPENEICHHBIX
JeMCTBUH WM pasrilalieHus: KOH(QUACHINAIBHOW HHPOPMALIUU

3

COIII/IaJILHaH HHKCHEPUSA — 3J10.
COI_II/IaJ'IBHaH HHXXCHCPHUA JIC)KUT B OCHOBC BCCX MCTOJ0B U BUJIOB KI/I6epMOI_HeHHI/I‘l€CTBa
u TGJIG(i)OHHOFO MOIICHHUYCCTBA.

1 OOMmaH uim 310ynoTpedieHrne J0BEpHeEM;
2 IIcuxomoruueckoe qaBiICHUE;
3 MasnuryupoBaHHe.

[lon BiIMsHMEM cOLMANBbHON HMHKEHEPUU KEPTBA JTOOPOBOJBHO PACCTACTCS C JACHbIaMU
WIH PAaCKpbIBaeT JIMYHbIE W (PUHAHCOBBIC JIaHHBIC, KOTOPbIE HYXXHBI 3J0YMBIIUICHHUKAM JUJIS
KpaXku CPEJICTB

Kak paboTaer 3TOT MeTO:

1. 3n0ymbiuiienHUKY UCNONB3VIOM YYECMBA U IMOYUU
HepuuMmaTenbHOCTD

KagHnocts

CTPAX

Hosepue

CouyBcTBUE

2. 3noymuliuneHHUKYU UCNOIb3YIOM HOBOCHHYIO NOBECTIKY.
3JI0yMBINIJICHHUKY BCET/Ia AKCIUTYaTHPYIOT HAH00JIee «rOPSINE) TEMBI:
*  MooOunu3amnus

* CnenuanpHasi BOGHHAs onepanus

« COVID-19

*  Bribopsr

* UrpoBble U CIOPTUBHBIC YEMITHOHATHI

YVVYVYYVYV

MO, KOTOPHIE BBI3bIBAECT HH()OPMALIUS OT MOLICHHUKOB OBIBAIOT JBYX BHJIOB:
1) oTpunaTenabHbIC
» CTpax ImaHuKa

3 ®enamena E. Kak He cTaTh )epTBOH KHOEPMOLIEHHHKOB: HOBBIE CXEMBI OOMaHa, OPTPET adepucra u
rpaBuiia 0e30MacHOCTH oT BOPOHEKCKUX 3KCHEPTOB. 24.11.2023. URL:
https://www.vrn.kp.ru/daily/27586.5/4856275/



https://www.vrn.kp.ru/daily/27586.5/4856275/

» UYyBCTBO CThIJIa

«C sawezo cuema cnucanu 6ce 0eHb2U»

«Baw poocmeeHHUK nonan 8 asapuio u cOUnl Yeio8exkay

«Bac b6ecnoxoum cnedosamenv CnedcmeeHHO20 KoMumemad, 6auld Mama - YYaACMHUK
Y20lI08HO20 0eld O... KOPPYRYUU UTU. .. »

2) TOJIOKUTEIIbHBIC

» PpajiocTh HaJIeXKIa

» JKeJaHue MOJyYUTh JeHbIU

«Bbl sbiucpanu KpynHyro cymmy oeHeey

«Bam nonodwcenvl OOHYCHI 8 ucpey.

®OPMVIJIA YCIIEXA MOIIEHHUKOB

IMCUXOJIOTHYECKOEC
HCOXHNIAHHOCTH OMOIIMN AKTyaJlbHas TEMa
JIABJICHUE, TTAaHUKA

1 sram — MOIIEHHUKM BO3JEHCTBYIOT Ha 0a30Bble 3MOLMU (CTpax, pajlocTh, MeYaib,
YIUBIIEHUE, JTFOOOIBITCTBO, 3JI0CTh). DTH UyBCTBA BBIXO/ISAT HA MEPBBI IIaH B JII000H CTpeccoBOM
CUTyallUd KaK 3alUTHBIH MEXaHU3M YEeJIOBEKa, KOI/la Mbl HEOXKMJAHHO CIBIIIMM KaKyK-TO
HOBOCTb.

2 3Tan — Nocjae aKTUBU3AI[MM OCHOBHBIX SMOLUI MOILIEHHUKH ITPUMEHSIOT OIpEeIeICHHbIE
NCHXOJIOTHYECKHe TeXHHKH®, 0COOEHHO YCIIENIHO TPUMEHSEMBIE B YCTHBIX M TeJIe(GOHHBIX
pasroBopax:

» Kommuekc KOpOTKHX BONPOCOB, OTPaOOTaHHBIM MOLICHHHMKaMHU COTHH pa3. BwicTpo
OTBeYass Ha HHUX, He TepeOrBas MOIICHHHKA, YEJIOBEK BXOIUT B COCTOSIHHE, OJIM3KOE K
TPaHCY WJIN TUITHO3Y.

OmnpeneneHHbli TOH Tooca: 0QpUIUaIbHbIN, MO0 BKPaAUUBbIN U JOBEPUTENIbHbIHN, 1100
PasloCTHBIN U BOCTOPKEHHBIN. JTO YCUJIMBAET 3MOLMOHAIBHYIO PEAKLIUIO KEPTBBHI.
[ToropannuBaHue W YCKOpEHHE COOBITHM, NpPU KOTOPOM >KEPTBA BPEMEHHO TepsieT
CHOCOOHOCTH K JIOTUKE M QHAJIN3Y U BBIMTOJIHAET HHCTPYKIIMU MOLIICHHUKOB.

VYTrpo3bl, 3ayruBaHue, JOKHbBIE TaHHBIE.

Ecnu yenoBek nomnai B KpyroBopoT 0OMaHa, €eMy MOT'YT BHYIIUTh, YTO BOKPYT BCE Bparu,
HUKOMY HE HY>KHO BEPUTD U JIEIIUTHCS, UTO K€ C BAMU POUCXOAUT. [l03TOMY Tak CclI0KHO
pa3yOenuTh JKepTBY, U OHA HUYETO HE TOBOPUT CBOUM OJIM3KUM U OKPYKAIOIIUM.

vvVv VYV V¥V

MBI y’ke paccMOTpENIM HECKOIBKO peaibHbIX IPUMEPOB JEHCTBUI MOLLIEHHUKOB. JlaBaiiTe
paccMoTpuMm OoJiee TOAPOOHO (OPMBI MOIIEHHUYECTBA, B KOTOPHIE MOTYT TIOMaaaTh
HECOBEPILEHHOJIETHUE.

1. Tenedonnoe u MOGHILHOE MOLIEHHHYECTBO®
[IporcxoauT 3BOHOK / cMC OTEHLIMAJIBLHON KEPTBE
«Y mens 3az6onun meneghon. Kmo coeopum?..»
W nanee Ha npyroit cTopoHe TPyOKH MOXKHO YCIBIIIATh Pa3HbIE BAPHUAHTHI:
»  Cnyorcoa b6ezonacnocmu
» CompyoHnuk banka
» Compyonux Llenmpanvhoeco 6anka

4 Xaneszosa H. « Gbl1a oJypMaHeHa»: peabHble UCTOPHHU KEPTB MOLIEHHMKOB. Kak MX pacrosHaTh U
moxuo s momouw? // LifeProfit, 15.08.2023. - URL: https://life.akbars.ru/personal-finance/istorii/ya-byla-
odurmanena-realnye-istorii-zhertv-moshennikov-kak-ikh-raspoznat-i-mozhno-li-pomoch/

® Knubepbe3zonaHocTh_Kak_He CTaTh JKepTBOW B_(uuancoBom_ mupe. SBER Cyber Security.



» Maiiop ®CH

» Kanuman noauyuu

»  Cmapwuil cnedosamensy Credcmeenno2o Komumema
»  Jouxa, smo 1....

» Omo Bacs, nanun opye....

Ecnu MonieHHUK npeicTaBiIsieTcs COTPYAHUKOM CITy>KObI 0e301acHOCTH 0aHKa, TO OOBIYHO
TOBOPUT CJIEAYIOIIEE:
«Bawa kxapma (cuem) 3a610kuposanar
«C sawell Kapmul NLIMAIOMCS NEPeGeCmu OeHb2UY
«K sawum cuemam (cuemam sauie2o omya) NOLYYUIU OOCMYN 3NIOYMbIUTEHHUKU U OEHb2U HYHCHO
nepegecmu Ha 3auUUEeHHbIN OAHKOBCKULL CUem...»
«llo saweti kapme 8vla6/1eHbL NOOO3PUMENbHBIE ONEPAYUU. .. »
«Ha eawe ums netmaiomces 63amv Kpeoum...»

Korma 3BoHut «ieiiteHanT mnoymnun», cotpyanuk MBJI/CK/®CBb wmoryt ObITh
IIPOM3HECEHBI Takue (hpa3bl:
«Baw poocmeennuk coun uenosexa...»
«llo 6awum nodoenbHbiM OOKYMEHMAM KMO-MO NbIMAemcst 83amb KPeoum Ha KPYNHYIO CYMMY. ..
Ham neobxooumo ymounums ee pexguzumel ....»
«Bvl cmanu ceudemenem no y20106Homy 0eny HA 8aule20 OOHOKIACCHUKA ... »

B Takux cxemax, 3JIIOYMBINUICHHUKH TMpPEUIaraloT PelIuTh MNpolieMy CleqyIomnuM
Croco0OM U MpPEJIararoT 3TO CBOEH KEpPTBE:

* BriBectu Bce AeHbIM ¢ OAHKOBCKUX KapT >KEPTBBI WIIM €€ POAUTENICH U MEePEeBECTH UX Ha
«0e30macHBI» CUST WK Ha CIIeMaIbHBIN cueT B OaHke wiu B LIeHTpanbHOM OaHKe.
* Hcuepnarh TMMHUT KPEIUTOB O KapTe U MEPEBECTH UX Ha «OE30IMAaCHBI CUeT.

JhxecoTpyTHUKH OAaHKOB MJIH TIPABOOXPAHUTEIIBLHBIX OPTaHOB, OPTaHOB FOCYJAPCTBEHHOM
BJIACTH NPUCHUIAIOT CBOMM JKEpTBaM (albLIMBBIE JAOKYMEHTHI, CICIaHHbIE dYepe3 OHJaiH
penakTopsl JOKyMeHTOB. OOIIeHre MPOUCXOAUT B MECCEHKEpax M B COIMAIBHBIX ceTsx. Ha
aBaTape 3a4acTylo CTOUT 3HAYOK OaHKa UM OpraHa rocy1apcTBeHHOM Biactu (Hanpumep, MB/I).
YacTo B cxeMe y4acTBYET HE OJMH YEJIOBEK, U MOCJe 3BOHKA OJJHOTO COTPYIHHMKA TMPOUCXOIUT
3BOHOK APYTOro COTpYJHUKA U3 APYTrOro BeIOMCTBA, OT/AENA U C APYroro HoMepa.

Ecnu MoOIIEHHUK NpeacTaBiseTcsi POJCTBEHHUKOM / APYroM / CBIHOM 3HaKOMBIX, TO
0OBIYHO TOBOPUT:
«Hawa 6abywxa nonana 6 agapuro, eti CPOUYHO HYHCHbL JIeKapCmed... »
«#l coun na mawune pebenka, HO yiHce 002080PUILCS O B3AMKE, CPOUHO HYIHCHBI OEHb2UY.
«Baw omey monvko umo 6 pezynomame [TIl coun uenogexa. I 2omoe nomouv uzbesxcamo
HAaKA3aHUAY

B Takux cxemax 4acTo MOIIEHHUK COOOIIAeT, YTO POJACTBEHHUK MOMai B OOJIbHULLY WIH
aBaputo. Bce 310 roBopurcs ObICTPO U C MAaKCUMAaJIbHO JOCTOBEPHOM aKTEPCKOW UTPOM, YTOOBI
BBECTHU NIOTEHLUAIBHYIO KEPTBY B CTPECC U HE JaTh MBICIIUTH PAllMOHAJIBHO.

3aTeM «4yXKOM ToJIOC» MPOCUT coOpaTh BCE JIEHBIH B JOME, KaKue-IHOO MpeaMeThl 1
CIIOKHMTh UX B MaKeT. 3IOYMBIIUICHHUKH OTIIPABISAIOT Kypbepa IO aJpecy >KEepPTBbBI, YTOObI
3a0patb aeHbru. «llocbuiky» 3abupaer creuuanbHblii Kypbep. [locie yero u neHeru u
MOILIEHHUKHU Hcye3aroT. YacTo B cxeMe yuacTBYET HE OJIMH YEJIOBEK.

Taxum >xe 06pa3oM MOUIEHHUKU BHIMAHUBAIOT JaHHBIE POJUTENBCKUX KapT 0e3 ydacTus
KypbEepOB M HaJM4YHBIX JeHer. [Ipumep:

«21 nosbps y 15-nemnezo wxonvnuxa I[lemu 3a360nun moounvhwili meneghon. Ha mom
KOHYe npo8ooa MouleHHuUKx npedcmasuics cmpumepom. OH coobwun, ymo Ciy4yanHo vlopan
Ilemwo ona yuacmusi 6 oHaauH-cmpume, OH 20MO8 ONIAMUMb em) Oulem 6 Opyeol 20poo OJis
yuacmusi 8 cmpume, HO ONsL 3M020, emy nompebylomcs ¢pomoepaguu nacnopma Ilemu u
Gdomoepacghus eco 6AHKOBCKOU KApmul UNU KAPMbL €20 POOUmenei.



IIpusnakamMu TOro, 4TO MO3BOHWII UM HAMKCAI MOIIEHHUK MOTYT OBITh CIIEAYIOIIHUE:

¢ 3BOHOK MO3[THO BEYEPOM, HOUBIO HJIK PAHO YTPOM B BBIXOJHBIE.

e Ot Bac TpeOyIOT HEMEIJICHHBIX JIEHCTBUM.

e TopomsT U 3aITyrUBAIOT, AABIT HA SMOIIUH.

e TpebyroT cooOuUTh KOH(pUACHIMANbHYIO HHpOpMannio: naHHble KapTel, [IH-
KOJ1 WJIK OJJHOPa30BbIi mapoib u3 CMC.

e [lpu orka3e Ha3bpIBaTh JaHHBIE YIPOKAIOT, YTO JEHBIM C Balledl KapTbl MPSIMO
ceryac yuayT K MOILICHHHUKAM.

2. Kn6epmMoumeHHNYeCTBO

[Tocrenennas mHpopMaTu3anus MUpa MpUBeTa K MOSBICHUIO HOBOTO BUIA 3JI0CEB —
KHOEpMOIIICHHUKOB.

3a BpeMs MaHAEMHM KOBUAA MHOrHe cdeppl >KU3HM TMEpeluld B OHJAMH, U
KHOEPIPECTYIHUKN (CKAMEPbI, YePHbIe HUIANBI®, MOIEHHUKN) TaKKe aKTHBH3UPOBAIU CBOKO
JESTEIIbHOCTh B HHTEPHETE.

HccnenoBaTeny onpenenstoT KHOeppecTyImHOCTh KaK JIF000e MPOTHBO3aKOHHOE JCSHUE,
HapylIaoIee IpaBa u cBOOOABI YeTIOBEKa C MOMOIIBI0 KOMITBIOTEPHBIX CUCTEM U CETEH.

KubepmoreHHUYECTBO - OAMH U3 BUJIOB KHOEPIIPECTYILIICHUH.

Lenbto xubepmoutennuyecmaa IBASETCS MPUUMHEHUE MaTEPUATILHOTO WJIM HHOTO yiepba
IyTeM XHUIICHUS JINYHON HH(OpMAINH MOJIb30BaTeNst (HoMepa OaHKOBCKHX CUETOB, TACIIOPTHHIE
JaHHbIe, KOJbL, Mapoiu U 1p.). OHO peanusyeTcs B pa3HbIX (hOopMax, 0 KOTOPHIX MbI TIOTOBOPUM
Janee.

CymiecTByeT MHOXECTBO (POPM KHOEPMOIICHHUYECTBA, KEPTBAMH KOTOPBIX CTAHOBSATCS
HECOBEpIIIEHHOJIETHHE. PacCMOTPUM HECKOJIBKO U3 HUX.

2.1. dummHr
...BHJI MOIIICHHUYECTBA, TIPYU KOTOPOM 3JI0YMBIIIUICHHUKHU PACCHUIAIOT MUChMA H TIBITAIOTCS
00MaHOM 3aCTaBHTh MMOJTyYaTEICH COBEPIIUTEH KaKOE-TO JACHCTBHE:

. MIEPEUTH IO BPEJOHOCHOM CCBUIKE

. 3arpy3uThb 3apaKEHHOE BIIOKECHHE

. COOOIIUTh TEpPCOHAJbHBIE JaHHbIE H UWHYIO KOHPUACHIHATIHHYIO
nHpopmMaIuio

C anrnmiickoro «phishing» - co3ByuHo ¢ «fishing» (peidanka).

OUIIIHT 324aCTYIO JIEKUT B OCHOBE OOJBIIMHCTBA (PMHAHCOBBIX KHOEPIPECTYIIICHU.
[Tpumep peanu3zanuu cxeMbl QUILKHTA:
Duuiunzo60e nucbmo — MUCLMO, KOTOPOE COAEPIKUT BPEIOHOCHOE BIIOKEHHE, CCBUIKY Ha
MOILIEHHUYECKHI CaliT WM BPEIOHOCHOE MPOrpaMMHOE 00ecIIeUeHHUE.
BupycHble BpelOHOCHBIE MPOrpaMMbl HapyllaloT paboTy CHUCTEMbI Ha TesedoHE MU
KOMIIBIOTEpE, COOMPAIOT IaHHbIE, KOMUPYIOT WM YHUUTOXKAIOT (DaiIbl.
OTH NUCbMa MOTYT BBITJIAJETh KaK COOOILEHHS U3 BIIOJIHE PECTIeKTa0eIbHBIX HICTOUHUKOB:
MHTEpHET-Mara3uHoB, OaHKOB, CEPBUCOB U TIp.
Kakue ynoBKM HCIIONB3YIOT MOIIEHHUKH B TAKMX ITUChbMaX:
e CiyXObI TOCTaBKU
e MapkeTmiencsl
e Kpunrosamora
e ['opsune HOBOCTHU

6 Xakepwl YepHwle musnel, Benble muiansl W Cepble Wuisnbl — onpeneideHde u onucanue. URL:
https://www.kaspersky.ru/resource-center/definitions/hacker-hat-types



e Jlorepen

e JlomOJHHUTENbHBIN 3apa00TOK M MHBECTUITUU
e Typorneparopsl U OTABIX

e buieTsl Ha MepOTIPUATHUS

e [loanucku U OHJIAHH-CEPBUCHI

HroroBas 1eiap MOIIEHHUKOB Yallle BCETO COCTOUT B MOJYYCHHH JOCTyIa K (puHAHCAM
00MaHyTBIX MMOJIB30BaTEIICH.

Tem He MeHee NPECTYINHUKAM HWHTEPECHBbl JIOTUHBI-MAPOIH, KOTOpPhIE MOTYT
WCIIOJIB30BaThCS IS BXOJIa HA pa3HbIe CEPBHCHI, a Takke WHOOpMAIUs, COJCp)KaIascs B
HOYTOYKax M KOMIbIOTEpaxX. 3aBlaJIeTh €0 UM IOMOTAIOT CCbLIKU-108yuiKu. VX HampaBisSioT
MOAPOCTKAM C TPEIJIOKCHHEM IOCMOTPETh HWHTepecHble (ororpadum '"C BEUCPUHKH WIH
KOHIIEpTa", ¥ MPHU MEPEX0/Ie M0 CCHUIKE WIIM MPHU OTKPHITHH (paiiyia, HA KOMITBIOTEP WM TeleOH
yCTaHaBJIMBACTCS BPEIOHOCHOE ITPOrpaMMHOE 00eCIIeUeHHE.

Jpyrum AeTsiM MOILIEHHUKHU MpeaiaraloT 3aperucTpUpOBaThCS HA CIICIMAIIBHBIX CalTax,
yTOOBI Y4aCTBOBATh B TOJIOCOBAHMSIX, TIOCIIE Yero TesieoH pedeHKa 3apa)kaeTcsi BPeIOHOCHBIMH
porpaMMaMu, ¥ Y MOIIICHHUKOB TIOSIBIIICTCS JOCTYIT K TUYHON HHPOPMAITHH.

Iloooenvuoie caitmol uau RPUNOIHCEHUA

MolileHHUKHA MOTYT CO3/1aBaTh (DUIIMHTOBBIE CANTHI, MPEIIaralouie TOBapbl U YCIYTH,
HampuMep, KOMITBIOTEPHYIO TEXHHKY, 1O Oojee Hu3KMM 1eHaMm. CyliecTByeTr MHOTO
MOIIIEHHUYECKMX CalWTOB, KOTOPBIE 3aHUMAIOTCA MEPENpoAaKell BHYTPUUTPOBOM BaIIOTHI,
rpaduveckux opopMIICHUH (CKHHOB) HITH MIPEIMETOB JJIsi KOMITBIOTEPHBIX U TeIe()OHHBIX UTP.

[Tocne BeIOOpa TOBapa WM ycayrd U (OPMBI OIJIATHI IMOJIB30BATENSl MPOCIT BBECTH
PEKBU3HUTHI CBOEH OAHKOBCKOM KapThl (HOMep kapThl, CVV-kon). [locne cornacust ocymecTBUTh
OIJIaTy MPOUCXOJIUT Tepefadya PEKBU3UTOB KPEAUTHOW KapThl 3JIOYMBIINIJICHHHUKAM, O YeM
10JIb30BATENb J1aXK€E U HE J10Ta/IbIBACTCS.

Meton kuOepMOIIEHHUYECTBA B PAa3IMUYHBIX O0JIAcTAX OH3HEcCa C LENbI0 MPUCBOCHHUS
JIEHEKHBIX CPEJICTB Ha3bIBaeTCs (poa’.

Kpowme 3T0ro0, MollIeHHUKY CO3/1al0T NOAAeNIbHbIE CaiiThl 0aHKOB, YTOOBI Y3HABATh IaHHBIC
KJIMEHTOB OT WX JHYHOro KaOmHera. OOBIYHO B TaKWX HHTEPHET-PECypcax B JOMEHHOE HMS
OTJIMYAETCS OT HACTOSILETO.

OUIIMHTOBBIE UTPOBBIE PECYPCHI TAKIKE CO3/1AI0TCS U1 KPAHCU AKKAYHMO8 Y TEIMEPOB U
TOCIIE/LYIONEro BHIMOTATENbCTBA ICHET B 0OMEH Ha BO3BpalleHue noctyma.’

B 2022 2. pyneme nossunuce 183 Odomena ¢ umenamu, C6A3AHHLIMU C OHJAUH-USPOU
Warface.llo écem ccolikam Ha pecypcvl OMKPbI8AEmCcsl Calim ¢ 00UHAK08bIM oghopmaenuem. Ha
cmpanuye uszobpasxcensvl yemvlpe Kiacca 6ouyos uz Warface ¢ npemuanvnou amyunuyueu, a
Maxoice MeKcm ¢ NPu3bIBOM NOJAYYUMb dopocue npeomemvl 8 nodapox. Ilpu nasxcamuu KHONKU
«Botimu u 3a6pame» omkpvleaemcsi OKHO A8mMopu3ayull, 20e HyHcHo 6ecmu J102UH U NApoab Om
akkayuma 6 uecpe. YKpag akkayHm om ucpvl, 310YMbIULIEHHUK OYeHUBaem HnepcoHaNdca u
amyHuyulo u obpawjaemcs K ocepmee ¢ npeonodceHuem evikyna. Cymma, Komopyro npocsim
MoweHHuKu y uepoxoe Warface, eapvupyemcs 6 patione om 100 0o 4 muic. pyo.

MotieHHHY€ecKasi cxema Cienyromlas: 4YeloBEeK JyMaeT, YTO YYacTBYeT B aKIHMHU OT
pa3paboTUYHUKOB, BBOJUT Ha ()eHKOBOM caiiTe CBOM JIOTMH U MapoOjb U TEPSET AOCTYIM K aKKayHTY,
TaK Kak JIOTHH ¥ MapoJib MOMAAAl0T B PYKH 3JI0YMBIITUICHHHKOB.

Eme onHa BoMHA MOIIEHHHWYECTBA — 3TO IOSBJIEHUE PECYpPCOB, KOTOPHIE MpEAararoT
MOCTPAJIABIINM OT HHTEPHET-TIPECTYITHUKOB MOJIb30BATEIISIM OJTYYHTh KOMITEHCAIIMIO 32 yJacThe

7 «Ha3oBuTe NapoJjib OT CBOEH KapThi»: KakK 3allUTHTh cebs 1 pebéHka oT kubepmotuenaukos? / E. TTonskosa
// Tne mom neru. URL: https://gdemoideti.ru/blog/ru/kak-zashhitit-sebya-i-rebyonka-ot-kibermoshennikov

8 Ot pummHra 10 BUPYCOB: KaK MOIIEHHHKH OOKpabIBAIOT poccuiickux reiimepos // Tasera.ru. 06/07/2022.
URL: https://www.gazeta.ru/tech/2022/07/06/15079700.shtml



B IMONYJISIPHBIX (PEHKOBBIX OMPOCax, «HET00POCOBECTHBIX)» JIOTEPESX WM KOMIIEHCAIIUIO HAJIOIOB,
HO BMECTO 3TOTO CIUCHIBAIOT JEHbTH U MOXUIIAIOT JaHHbIE GAHKOBCKUX KapT>.

Orta cxema HasbiBaeTcsa «/{BoiiHOM oOMan». EE€ aBTOpbI MPUMEHST TaK Ha3bIBa€MbIii
«CHHJPOM 00OMaHyTOTO BKJIAUUKA, KOTJa OOMaHYThIC KEPTBHI OTJAIOT CBOM JEHBIH, YTOOBI UM
MOMOTJIM BEPHYTh NOTEPsIHHBIE CPECTBA.

2.2. Kubepyrpo3sl B HTpax, CONMAJbHBIX CeTAX U MeCCeHIKepax

B nocnennee BpeMs MOIICHHMYECTBO C MCIIOJIb30BAHUEM MECCEHKEPOB M COLMATBHBIX
ceTelt Bce OoJblie HabupaeT 000POTHI.

OHo peanusyercs B pa3NW4HbIX (opmax, Haubojee pacHpoCTpaHEHHbIE MPUMEPHI
KOTOPBIX MBI PACCMOTPUM Jaiee.
MOIIIEHHUYECTBO B COLIMAIBHBIX CETAX U MECCEHKEPax, B TOM YHCIIE,
l'onocoBanus
B3nom akkayHTOB
[udpoBoe kIoHUpOBaHUE
BricTprIii 3apaboTok
OmnnaifH-mupaMuIbl
Wudoupirane

YVVVVYVYVYYVY

MOIICHHUYECTBO B COUUAJIBHBIX CeTSAX M MeCCEeHIKepax 3adacTyl0 CXOXe ¢
TeNe(OHHBIM MOIIEHHUYECTBOM, HO CHadajla MOXKET NPOUCXOJHUTH IMEpenucKa, a Jajee cxema
o0MaHa MOYKET PEaTM30BBIBATHCS PAIMYHBIME CIIOCOOaMU — TI0 Teneony, dyepe3 GUIIUHT U T.1.
Camas nonyssipHasi Lieb TaKOTO MOIIEHHHYECTBA — 3TO MaXMHAIMs ¢ GAHKOBCKUMH KapTaMH, TO
€CTb MOJyYCHHE JAHHBIX KAPTOUYKH.

OnuH u3 cnocoboB oOMaHa: MPUXOIUT COOOLICHNWE OT MMEHHU MOMYISPHOro Oiorepa o
HOJAapKe WIM O NMOTEHIHAIBHOM OOHYyce, /Ul HOJIY4eHHs KOTOPOro HEOOXOIMMO IPUCIHIAThH
PEKBH3HTHI KapThl, HA KOTOPYIO M MOCTYIHUT «3aBETHBIN BBIUTPHIII». B TakoM COCTOSHUM JeTH U
MOJPOCTKH OTHPABIISIFOTCS TAHHBIE CBOUX KapT WIIM KapT POAUTEINEH, a TAK)KE MApOJIU WIIH JINYHBIC
naHHble. Jlanee MOIICHHUK KPaJeT BCE CPE/ICTBA CO CUETA KApPTOUYKH.

B noauyuro obpamunace dceHuuna, Komopas paccKasand, Ymo K ee CblHy 8 COYUAIbHOU
cemu Telegram, npeocmasuswiuce 0On02epom, oopamuncs Heusgecmmuviti. OH coobwun, ymo
ManbYUK 8blUcPAl 8 KOHKYpCe, U OJisl NOJYYeHUs. Haepaobl eMy He0OX00UMO 834Mb menedhor Mambl
u coenams ckpunuiom dsxkpana. OH Obll HYIHCEH MOWEHHUKAM OIS M0o20, Ymobbl NOCMOmMpens,
KaKue NpunodceHus yCmanosienvl Ha menedone, U BbIACHUMb, NPUTLONHCEHUEeM KAKO20 OaHKa
nonb3yemcs mama manvuuxa. Takum o06pazom MOWEHHUKU NOHANU, KAKOe NPULOdCceHue Ol
YOaneHno20 00CMyna MOXCHO ycmanosums. Jlanvuie pebeHoK O0elicmeosanl Nno YKA3AHUSAM
agepucmos, 00HaAKo He NoMHUmM, 4mo umeHHo oeran. Ha cnedyrowuii oenv nocie obwenus c
«bn102epoMy» nepenucKka agmomMamudecku yOaiunach, a co cuema Mamvl Marvuyuxka ucyesnu 235
mulcay pyonel.

3auacTyro KHOEpMOIIIEHHUYECTBO CBSI3aHO C PA3IMUYHBIMHU UTPAMHU.

Mowennuku npuoymanu agepy Ha ocHoge NonyaapHou mMoobunvHou uepvl. OHu co30anu
menezpam-Kanan 0as aooumenell OHIAUH-UYMepa U NPeoaazanr 0eiams cmasku ¢ obewanuem
3apabomamsv Ha MypHUpax no amou uepe. 14-nemuuti noopocmox coenan ouensb KpynHvle CmasKu
u nepesen 100 moic. pybnei co cuema ceoeil mamvl Ha Qiwi-Koulenrex u Homepa meneponos. B
umoze HUKaKux Hu OeHe2 OH He NOJLYYUIL.

Kakas cxema MolieHHIYECTBA 3/1€Ch MPUMEHEHa: 00IIEHNE IEPEXOIUT B MECCEHKEP, UTO

SIBJIIETCS TIEPBBIM TOJIO3PUTEILHBIM MPU3HAKOM. Mrpoka mpocsT JeiaTh CTaBKH C pealbHBIMHU
JNeHbTaMHU, 4YTO TaKXKe SIBISIETCS MOJO3PUTENbHBIM MpU3HakoM. Mcmomb3yercst odunuaibHas

% Kak 3amuTHTBCS OT KHMOEPMOIIEHHMKOB — IIECTh OCHOBHBIX cxeM o6mana // PBK. URL:

https://trends.rbc.ru/trends/industry/6027ef6¢c9a7947206e6aec96?from=copy y



oIjiaTa He Yepe3 UTPOBOIl aKKayHT, a Yepe3 CTOPOHHHUE KOIIENbKH U MPHIIOKEHHUS, OIIaTa B MOJIb3y
YaCTHBIX JIMII, YTO SIBJISETCS MOATBEPKIAIOIINM MMPU3HAKOM MOILIEHHUYECKOU ONeparii.

B nocneanee Bpems OTAEIBHOM MOMYISIPHOCTBIO MOJIB3YIOTCS OHJIAWH (MYJIbTHILICEPHBIE)
UTPBI, B KOTOPHIX 3a JACHBI'M MOXHO MOBBIIIATH YPOBEHb HIPOKA, MOKYIMAThb JOMOIHUTEIIbHBIC
BO3MOXXHOCTH U [IEPEXO/IUTH Ha O0Jiee BBICOKUI UTPOBOI ypoBeHb. Irpokam nmpuxouTcsi BBOIUTh
JaHHbIe 0AHKOBCKUX KAPT JJIS OIJIAThl 3TUX YIYUYIICHUHN WM MOKYIKH BHYTPUUTPOBOM BaIIOTHI, U
9TH JIaHHBIE XPAHATCS B IEPCOHAIBHOM UTPOBOM aKKayHTE.

MolleHHUKH JIOBAT UTPOKA B UTpeE, Mpeajiaras BHYTPUUTPOBYIO BAIIIOTY, rpaduueckue
odopmiieHUs (CKHHBI) WIHA NIPpeAMEThL. O0uieHue nepexooum 6 MecceHod cep. A nanblie UTPoKa
MPOCST JIaTh JIOTHH U MapoJib OT aKKayHTa, Mpejyiaras «BhITOAHYIO CIETKY», OT KOTOPOH TPYAHO
OTKa3aThCsl.

To ecTh 3a mepcOHANIBHEIC TAHHBIC 00CIIACTCS COMMIHBIN OOHYC B BUIEC KPYITHOU CYMMBI,
30JI0TO MO MPOMOKOIY MO0 pelnkue CKUHbL. JleTW W MOJPOCTKU HE Cpa3y MOTYT IOHSTh, YTO
OKa3aJIUCh B CETSAX MOIIEHHUKOB, OJHAKO pPE3YyJbTaT OCTAETCA OJMH — MOIIEHHUKH KpaayT BCE
JICHbTU U TIEPCOHANIbHBIC TAHHBIE.

TouHO Takast ke cXxemMa MOIIICHHHYECTBA UCIIOIB3YETCs C MOKYIKOW YIy4IIeHUH JIJIsl Urp,
BHYTPUUTPOBOM BAITIOTHI WM TIP., PA3IMYHBIX TOBApPOB H YCIYr dYepe3 CalThl OeCIUIaTHBIX
00BSBICHUI UK CATHI YaCTHBIX OOBSIBJICHUI, HanlpuMep, ABHTO, FOmna.

«lloopocmox nomepsan OeHveu u3-3a 0OMAHA MOUIEHHUKO8 6 KAHVH HOBO20OHUX
NPA30HUKO8, KO20a NbIMALCA KYNUms NoOapoK HA caiime Oecniamuulx 00vAgieHuli «Aeumoy.
Ilpodasey naywnuxos npednodxcun obwamvcs 6 gamcane. Hanucan, umo Hyx#cHo oniamumo
moeap, 0ocmasky. Iloopocmok 6ce nepeuuciui, a npooasey nepecmail 8bIXO0UMb HA CE53bY.

B namHOM citydae, caiiThl, Ha KOTOPBIX BBIBCIICHBI OOBSBICHUS — HW3BECTHBIC H
aBroputeTHble (ABUTO, FOna, [Tnatu), ogHako camu oOBSBICHHS Pa3MEIIAOTCS MOIIEHHUKAMHU.
C HuUMU BeseTCs TEpEeNnucKa, OIJIaunBaeTCS TOBAp WM yClyra, HO B3aMeH, B JIydlleM ciydae,
MOKYIaTesIh HUYETo HE MOJTy4YaeT, a B XY/AIIEM Cllydae — JaeT JOCTYI MOIIEHHUKAM K 0aHKOBCKHM
KapTaM | K MePCOHATbHBIM JTaHHBIM.

OOmaH mpu 3HaKOMCTBaxX B MIHTepHETE — 3TO eIle 0/iHa CTOPOHA KHOEPMOIIEHHIYECTBA.
['maBHOM 11€7TbI0 MOIIEHHUKOB, OPYIYIOLIMX MO TaKOW cXeMme, SBIsAeTCsS CKOopeiIiee MoiTyYeHue
NEPCOHANBHBIX JaHHBIX MMOTEHIIUATLHON )KEPTBHI M JIOCTYIA K €€ CUETaM.

MolieHHHY€ecKas JIOBYIIIKA CO 3HAKOMCTBAMHU PACCUYUTAaHA HA MOJIOJIBIX JIIOJIEH U AEBYILEK.
ITapeHp 3HAaKOMUTCS € JIEBYIIKON OHJIAMH, OHA IIPEeJIaracT IPOBECTH BPEMS U Ha3HA4aET I1EpBOE
CBHU/IaHUE B KOHKPETHOM MeECTe - B TeaTpe, Ha KoHlepTe. OHa MPHUCHUIAET CChUIKY Ha MOKYIKY
OuieToB, callT (elikoBbIN (oaAenbHbIN). JKepTBa TepseT Bce IEHbIU C KapThl.

[TpuBenem ere npumep.

«Monoootui yenogex NOZHaAKOMUICA 8 COYCEmMX C 0e8YUWKOU U 00Wacs ¢ Hell 08e Heoel.
Ilepuoouyecku ona npocuna Kynume HpOCUNA ONAAMUMb ell GCAKUE Heoopocue «NIIOUIKUY,
YmoObl OHU GCMPEMUNUCL — HNONOICUMb O€HbeU HA MmeNe@oH, Kynumos KOMUKC, ONJIamumo
manuxiop u mo. M1 eom ona nuwem: « A 3abponupoeana nam bunremol 8 Kuno, celuac meboe npuoem
CMC-Ka ¢ KOOOM OJisl ONJIAMbL, MONCEUb, NONCATYUCMA, ee NPOOUKMO8amb, Ymoobl mu Ouiemvl
ONAAMUMb ».

Ilapens npoouxkmosan eii koowvl u3 cmc. Ilocne smozo ¢ KapmMoOuKu CRUCANTUCH 8Ce OeHb2U,
a 0egyuika nepecmanda 0meedams Ha COOOWeHUs U 360HKU U YOANUA C80U AKKAYHM»

[Tomo3penne Ha MOIIEHHMYECTBO B TaKHWX CIyYasx [OJDKHO BO3HUKHYThH, KOT7a
HOSBIISIOTCS CTPaHHBIE TIPEATIoKEeHHs. B iepByro ouepes GHUHAHCOBOTO XapakTepa.

MoIlIeHHUYeCTBO B COMUAJIBHBIX CCTAX U MCCCCHIKECPAX, B TOM YUCIIC CBA3HO C TEM, YTO
MOIICHHUKHU B3JIaMBIBAIOT UY>KHEC aKKAYHTBI, CO31al0T HI/I(i)pOBI)IX HBOﬁHI/IKOB KaKHX-TO 3HAKOMbIX



JIML] WIK JIPYTUX JIIOJEH. DTO TaK Ha3bIBaeMasi CXeMa 3aX6ama y4EémHuoil 3anucu meccenoicepa
unu coyuanvhoi cemu.*’

Hepenxo netu v NogpOCTKU CTaHOBSTCS 00BEKTaMHU OOMaHa OT UMEHHU CBOMX «Apy3ei /
3HAKOMBIX», MPOCIIIMX B JOJI Ha Iapy JHEW WM OKA3aBIIMUXCS B «TPYAHOM XKU3HEHHOU
CUTYaLuN».

MomuieHHUKH ¢ (PEHKOBBIX (ITOIJENbHBIX) AKKAayHTOB, MHOIZA MOJJENbIBAsl CTPAHUIIbI
B3pOCIIBIX JIIO/ICH, 3HAKOMBIX PEOCHKY, BXOAAT K HEMY B JIOBEpUE, HATAKUBAIOT KOHTAKT. [loka
uzaer oOlIeHue, 3JI0YMBIIUICHHUKH MbITAIOTCA y3HAaTh y JIeTed M MOAPOCTKOB BCEBO3MOXKHBIE
MOIPOOHOCTH KU3HU CEMBH: TJIe pab0OTAOT POAUTENH, KOT1a OBIBAIOT AOMA, C KEM OOIIAFOTCSI, 9TO
HOKYIAIOT, KyJ1a €3/14T, KaK 30BYT YWIEHOB CEMbH, KAaKHUE€ MAIIMHbI y MaMbl U nansl. J[efHcTBYIOT He
B JI00, BOMPOCHI 33Jal0T aKKypaTHO, M3Jajieka. Bcio 3Ty mHpoOpManuio MOIICHHUKH MOTYT
HE3aMETHO BBIYJUTh y peOeHKa, 0011asiCh C HUM B COLICETSIX.

[ToTom OHHM yMeI0 UCTIONB3YIOT ATY HHPOPMaLKIO. 3Has UMEHA U JISTaIN 1y>KOH ceMeHOM
KHU3HH, 3BOHST POAUTENISIM JIeTeH U MOJIPOCTKOB, UX POJACTBEHHUKAM, ONepUpys MHPopmaLueil,
KOTOpPasi BBI3BIBACT JIOBEPUE y MOTEHIIMAIBHBIX JKEPTB U MPUTYIUIIET UX OauTenbHOCTh. [lanee
MOILIEHHUK BCEMHM BO3MOXKHBIMHU CIIOCOOAMHU TIIBITAETCsl 3aBJlaJieTh JCHEKHBIMH CpPEACTBaMHU
KEPTBBIL.

B nanHOM ciydae, nmoiaydyuB oT peOeHKa HMH(pOpMAalHI0, MOIIEHHUK MO3BOHUT KaKoOii-
HUOYb 6a0yIIKe U COOOITUT HE IPOCTO, YTO «Ballla JOYb IOTaJa B aBaAPHIO», & OH HA3BIBACT ITY
J104b 110 UMEHH, 3HaeT MapKy aBTOMOOWJIS, UMEHa ee Jpy3€il U POACTBEHHUKOB, MECTO pabOThHI.

Kpome »3TOro, MOKeT NpPHUHATH COOOIIEHHWE OT Jpyra, 3HAKOMOTO C pPa3IHYHBIMH
pOCKOAMU: TIPOT0JIOCOBATH, TOCTABUTH JIAHK, 1aTh JICHET B JIOJT, Ky[TUTh OUJIET U IpoYee.

«IIpoconocyii 3a mens noxcanyiicma, eciu He c10dcHo koneuro) https://goo.su/CTcZ34nNy

Ccbuika, oTmpasiseMasl 3J0YMBIIIJICHHUKAMHU, CJeIaHa TP TOMOIIM CepBUCA JUIS
COKpAIIIEHUSI CCHUIOK. DTOT MHCTPYMEHT YacTO NPUMEHSETCs, KOrJa OTIPABHUTENb HE XOYET,
4yTOOBI peaNbHbIN agpec caiita Opocaics B riasa.

Ha caiite 3/10yMbIIUICHHHKA, YKa3aB HOMEp TeledoHa, BbI TYT K€ IOIYYHUTE KO
TOJTBEPIKACHHSI, C TIOMOIIBI0 KOTOPOTO y BaC YrOHAT YYETHYIO 3alKMCh. B TaHHOM Cilydae MBI
KBaJTM(HUIIUPOBATH TAHHYIO CXeMY KaK (DUIIIHHT.

CxemMa MOIICHHMYECTB ¢ OBICTPBIMH 3apad0TKAMH

B UHrepHeTe niam MecceHkepax MOCTOSHHO MpeJiaratoT JTONOJHUTENbHbIN 3apaboToK
WIN BJIOKEHHE JICHET B KOOBI BBITOJIHbIE POEKTHl. HabupaeT momynsipHOCTb U cXeMa C JIETKUM
3apab0TKOM, HallpuMep, 3a IPOCMOTPBI BUIEOPOIUKOB MONYJISIPHBIX OJIOT€POB, OLIEHKY KapTUHOK
U OTEJIEH, TOJIOCOBAHUE B PEUTHHIaX.

[lepen Hayanom "paOoThl" MOIIEHHUK OTHPABISAET CCHUIKY U MPOCUT BBECTU OaHKOBCKHE
JIaHHbBIC KapThbl (CBOeH min poauTens), a Take koa u3 CMC-yBegomieHusl, OOBSICHUB, YTO T10
3TUM PEKBU3HUTaM B JalibHENIIEM OyJeT OIjauuBaTh yCIyry WM HEOOXOJUMO MpeaBapUTEIbHO
3artatuTh Hanor. [Tocne BBoga CMC Bce cpelcTBa Co cueTa CIIUCBIBAIOTCS.

Bosiee B3pocibIM TOAPOCTKAM MPECTYNHUKU PEKIAMUPYIOT OBICTpble 3apalOTKH C
TIOMOTITBIO0 OYKMEKEPCKHX CTABOK L.

3MOYMBIIIJICHHUKH YCTaHABIMBAIOT C MOAPOCTKOM KOHTAaKT M MPEAJaraioT eMy OBICTpPO
3apaboTath, nenast OyKMeKepCKHe CTaBKH Ha CBOMX pecypcax. CHCTeMbl BU3YalIbHO ITOKAa3bIBAIOT
SKOOBI YCHEIIHOCTh TaKoW AedaTenbHOCTH pedeHka. /i BbIBoJa siKOOBI 3apaboTKa MOJPOCTKOB

1 TTamsatka YBK MBJI Poccuu: akTyalbHble cHOCOObI COBEpIIEHHS MOIIEHHMYeCKUX aeifcteuit. URL:
https://78.mBa.pd/citizens/Bamma/security/item/45404472

11 MoIeHHUKH CTanu KpacTh Y POCCHSH J€HbIM C HoMowibio ux jereil // TIpasmup. 23.10.2023. URL:
https://www.pravmir.ru/moshenniki-stali-krast-u-rossiyan-dengi-s-pomoshhyu-ih-detej/



https://goo.su/CTcZ34nN
https://78.мвд.рф/citizens/ваша/security/item/45404472

IPOCAT OIJIATUTH KOMHUCCHIO. B nTOTE IEHBI'M BMECTE C TAaHHBIMU KapThl OKA3bIBAIOTCS B pyKax
KHOEepIPecTyTHUKOB.

Kpowme storo, mo nanusiM banka Poccun yBenuuminoch 4ucio (UHAHCOBBIX MUPAMUI,
MACKHPYIOLIHXCS T10]] SKOHOMUYECKUE MM OU3HEC OHNAH-UIPhI. 12

Bounee 22% Takux mpoeKTOB MPUBJIEKAIIO K ce€Oe MoJIb30BaTeNeii BO3SMOKHOCTBIO OBICTPOTO
U JIETKOI'0 3apa00TKa BHYTPU UIPHI - B (hopMaTe «3ariiaTh U BbIUTpail»

Oco0eHHOCTBIO TaKUX MPOEKTOB SBISIETCSI OMCYMCMEUe COPeBHOBAMENbHO20 dNIEMEHMA.
To1 naamuis — moi 8b1USPHIEACULD.

BosbIMHCTBO TaKMX MUpPAMHUI — 3TO HEOOJBIINE AHOHHUMHBIE MPOEKTHI C KOPOTKUM
CPOKOM JUINTEJIbHOCTU M HE3HAUUTEIILHOW CYyMMOMN y4yacTHs.

WX opraHu3aTtopsl TapreTUpYIOT NPEIIOKEHUsS C YYeTOM BO3pacTa M IMpeaNOYTCHUIN
NOTEHIMAJIBHBIX YYACTHUKOB, a JJIsl IIPOJIBUKEHUS HCIIOJIB3YIOT COLICETH U MECCEH/KEPHI.

MexaHunka o100HBIX UIp 3aKIr0uaeTcs B cieayromem. Ha nepBoM 3rarne nonb30BaTeIsM
IpeUIaraloT 3aperucTpupoBaThes, 3aTeM — IPUOOPECTH NEPCOHA)XKa WIM HEKHUe WIPOBbIE
aTpuOyTHI, KOTOPBIE B JAAbHEHIIEM JOJDKHBI MPUHOCUTH «JIOXOM». JTO MOTYT OBITH BECEIbIe
THOMBI, T0OOBIBAOLIME PYAY, HTHIIbI, HECYIHE 30J10ThI€ sIilia, UM PbIOAKU, KOTOPBIE JIOBST PHIOY.
INocne «1o0BMM» pecypc KOHBEPTUPYETCS B UTPOBOE 30JI0TO, KOTOPOE B TEOPUH 3aTEM MOXKHO
0oOMEHMBATh Ha peasibHble JIeHbIU. [101BOX B TOM, YTO BBIBECTH JI€HBI'M Ha KapTy, HECMOTps Ha
o0eIlmanusi OpraHu3aTopoB, MPOCTO TaK HE BhIIET. Tak Kak OCHOBHAS LENb BCeX (DMHAHCOBBIX
OUpaMyu B NMPUBJICYCHUU KaK MOXKHO OOJIBILEro 4ucia HOBBIX MIPOKOB, IEpej BBIBOAOM Bac
HOMPOCAT «IIPUBECTU» B WUIPY ONpPEACICHHOE KOIWYEeCTBO pedepanoB. [y 3TOro cosmarenu
COBETYIOT paclpoCTPaHATh MHPOPMALUIO O MPOEKTE B COLMAIBHBIX CETAX, MECCEHDKEpax M
JTUYHBIX Ororax. BiioskeHHBIE cpencTBa OCENal0T B KapMaHaX OPraHW3aTOPOB, a WIPOKH, B
JydIIeM ciydae, BO3BPAIAIOT cebe Malylo 4acTh BJIOKEHHi, a B Xy/IlIeM — OcTaloTcs Hu ¢ yem. !

OcHoBHbIE NPU3HAKU (PUHAHCOBOM MUPAMUIbIL:

o OTtcyTcTBHE TEHMILIEs - OTCYTCTBUE COPEBHOBATEIBHOTO 3JIEMEHTA, PYTHHHBIE U

HOBTOpsIOLIMECs AeUCTBHs. YeM mpolle MexaHuKa, TeM 00Jbllie BEpOATHOCTh MOIIEHHHUYECKON
CXEMBI.

. Brimata cpeiacTtB 3a mpuBiieUEHHWE HOBBIX YYAacTHHKOB. Ecmu  Tpelyercs
MIPUBJIEKATh HOBBIX UTPOKOB, 3TO MPU3HAK MOIIEHHUYECKON CXEMBI.
. CrnoxkHasi cxema HauMCJIEHMs J0X0Ja: €CIM MOJy4YeHHE J10XOJa OYeHb CIIOXKHAs,

TpeOyeTcst MHOXKECTBO JIEHCTBHM, eCTh Kakas-To (popMyiia HaAuMCIIEHUS JA0XOAa, CKOpee BCEro,
L€JIb ATOTO — 3aIyTaTh UTPOKA.

J ['apanTust BBICOKOrO A0XOAa 0€3 BCAKOIO PHUCKAa M arpecCHBHas peKiiaMa B
couceTtsx. Ecinu pekinama urpbel o4eHb arpeccuBHas, o0emmanus 3apaboTka 0e3 pucka, To, CKopee
BCEr0, TO MOLIEHHUYECKAs CXEMa.

Pexnama 00bsBieHni OpicTporo 3apaboTka, Kak MpaBuiio, 0OeIIaeT BBICOKUN 10XO0/ HpU
MUHHMMaJIbHON TpaTe BpeMEHH U MMUHUMYME PUCKOB. B mepBoM cilydyae MOIIEHHUKH YOEXAatoT
JIOJIeH OIJIATUTh TEKYIME pacxobl (HalpuMep, COCTABICHHE aHKET, HAJIOTH) WJIM TMOMPOCUTH
OIJIATUTH YCIIYTH, BO BTOPOM — IPOCST JIOAEH, MOKa3bIBas BHIMBIIUIEHHbIE Tpa(UKu TPUOBLIH,
MePEeBECTH KaK MOKHO OoJIbllIe ACHET JJIs BHITOJHOIO MHBECTHPOBaHUU. Beeria moMHuTE 0 TOM,
YTO JIFOOBIE MHBECTHIIMU MOTYT 0O€pPHYThCS YOBITKaAMH.

2 ITenTpobank 3adukcupoBan pocT GpUHAHCOBBLIX MHMPAMMJ 1OZ BuaoM onnaiu-urp / PBK, 24.07.2023.
URL.: https://www.rbc.ru/rbcfreenews/64beldbf9a794745f0991516?from=copy

13 DunancoBble mupamMuabl B Poccuu MacKUpYrOTCS MOJ OHJIAWH-MIPHL KaK Paclo3HaTh MOLIEHHUKOB //
Mail.ru. URL: https://hi-tech.mail.ru/review/101527-finansovye-piramidy-pod-vidom-onlajn-igr/



Bce npoekTel ¢ mnpu3HakaMu HeneranbHOM aAestenbHocTH bank Poccum BHOCHUT B
crenuanbHEI uepHsIii cicok™®. Tlepe BIoKeHHEM JeHeT 0053aTelbHO Hal0 IIPOBEPUTH PECypC
B PEECTPE, U HE BKIIA/IBIBATh B HETO, €CJIM OH €CTh B JAHHOM CIIHCKE.

Cxema moumeHHn4YecTB ¢ kpunropaiawramu u [CO

OnHuM W3 caMbIX MOIMYJSPHBIX BUAOB MOIICHHUYECTBA B TIOCIEIHHE TOJIbl CTAJH
MaxWHalMM C KPUITOBAJIKOTAMU, B YACTHOCTH, CO COOpPOM CpEACTB Ha 3allyCK pa3IM4HbIX
INpOEeKTOB B cdepe ONoKyeiH, a Takke KpayadaHauHi (KOJUIEKTUBHBIA cOOp CpeACTB) Ha
pas3yIn4YHbIe HOBbIE MIPOEKTHI (Oyb TO CO3/laHME HOBOM WIPHI, IEPEBOJ KHUTH U npodee). Jlroau
BKJIQ/IBIBAIOT CPEJICTBA, a pE3YylbTaTOB HET, BJIOXCHHbIC JIEHbIW HCYE3al0T. Takue
MOLIEHHUYECKHE IPOEKThI Ha3bIBAIOTCS CKAM-TIPOEKTAMHM (CKaMOM).

[Ipumep peanusanuu Takou CXEMBI.

37M0YMBIIICHHUKH IPE3EHTYIOT Ha CHELHUaIbHBIX CalTax sIKOObl XOPOIIMH MPOEKT, Ha
peanu3auio KOTOPOro TpeboBalIuch cpeacTBa. st 3TOro HMCHOJIB3YeTCsl TaK Ha3bIBAEMOE
nomnensHoe ICO (Initial Coin Offering - nmepBuyHOE pa3sMelieHHe moKeHoé (MOHET)). DTO
dopmar cOopa CpeacTB Ha pa3BUTHE NPOCKTOB B cepe KpunToBaiioT. [IpuKpeIBasch 3TUM
MHCTPYMEHTOM, MOIIEHHUKHU NMPOJAIOT (ajbIINBYI0O KPUIITOBATIIOTY 32 OUTKOMH WM 3QUPUYM,
KOTOpPBIE UMEIOT PEaIbHYI0 CTOMMOCTH (UTOOBI X KYIIHTh, HAJI0 3aIUIaTUTh peabHbIe ((hPUaTHEIC)
JICHBIH).

[Tocne HeCKONBKHUX payHIOB cOOpa CPEICTB «HOBATOPBD» (MOIIEHHUKH) Mporanain 0e3
BECTH BMeCT€ C COOpaHHbIMU cpeicTBaMu. [Ipum 3ToM OTCiHennTh MX ObUIO MPaKTHUYECKU
HEBO3MOXKHO, T.K. BCEMU COOpaHHBIMH CPEICTBAMH MOKHO PaCIIOpsKAThCsl aHOHUMHO.

Bropas cxema MOIICHHUKOB ¢ KpurnToBaimoramu — 3to Rug n Pull (par myau, nepuyrhb
KoBpUK) °. CMBICIT CXEMBI 3aKIIOYAETCA B BBITYCKE TOKEHOB, OOJIBINYIO YacTh KOTOPBIX
OCTaBJIAIOT ce0e MOIIEHHUKH, W JUIIb HeOOoJbIlas YacTb MOHET paclpelensercss cpenu
«UHBECTOPOBY.

BaxHas xapakTepucTHKa BO3MOKHOTO «BBITSTMBAaHUS KOBPHKA» — MOHETA, CTPEMUTEIBHO
JOPOXKAOIIAsl B TEUCHHE HECKONBKHX 4acoB. [locrme mamma (MCKYCCTBEHHOTO B3JIE€Ta) Kypca
TOKEHa MOILIEHHMKHM paclpoJaloT BCE CBOM MOHETbl M BBIBOJSAT CpEACTBA, a OOBIUHBIE
MIOJIb30BATEIM OCTAIOTCS C HEHY)XKHBIMH MM TOKEHAMH, KOTOpPbhIE OOECIEHMBAIOTCS TOYTH Ha
100%. Takoif TOKeH HEBO3MOXHO MPOJIaTh (OH CTAHOBUTCS HETMKBUHBIM).

B 2023 romy MOIIICHHUKH YKpaJIH IO TaKo# cxeme cBbiire $32 MitH y npuOau3nuTesibHo 42
000 momb30BaTeneii’®,

TpeThs cXeMa MONIEHHNKOB ¢ KpunToBamoTaMy - Pump and dump (Hakauka u copoc)’
— BUJ CKaMa, IIpU KOTOPOM CO3JaeTcsl JOXKHBIN a)KMOTaX, Xaill BOKPYT MOHEThl. MOIIEHHUKH
CO3JIAIOT MJIM TIOKYTAIOT MO HU3KOW M BBITOTHOM JIJIsl HUX IIeHE TOKEHBI (0OBIYHO COMHHUTEIBHBIE).
Jlanee ¢ MOMOIIBIO PA3IUYHBIX YaTOB, HOBOCTHBIX IOCTOB, CO3JAa€TCS MHMMBIM aKHOTaX.
Hcmonp3yroTest myMuxa U Je3uHpOpManus Jjsl CO3/IaHus JIOKHOTO MHTEpeca K MOHETaM, He
UMEIOILUM M3BECTHOM U HETTOCPEICTBEHHOM 1IEHHOCTH.

JIronu, HE yMEIOIIHE POBOANTH TPAMOTHBIN aHAIN3 KPUIITOBAIIIOT, HAUMHAIOT 3aKYIaThCS
MoHeTaMH. [IpuXoUT BoJIHA TaKMX MOKYIOK M CTOMMOCTb TOKEHA HauMHaeT CuilbHO pacTu. Koraa
[IEHa JIOCTUTAeT CBOEro NHKa, a Je3WH(pOpMalus BBI3bIBACT MOKYNATEIbCKUI aKHOTaX,
MOIIIEHHUKHU U BIHATEIbHbIE HHBECTOPHI «COPACHIBAIOT)» BCE CBOM KPUIITOBAIIOTHI, OOHATUYMBAs

14 CIIHCOK KOMIIAHUH ¢ BBISIBJIEHHBIMU IpU3HAKaAaMU HeJIeraJIbHOHU JACATCIIPHOCTH Ha (bHHaHCOBOM PBIHKE //
Bank Poccun. URL: https://cbr.ru/inside/warning-list/

Yo Takoe cxam B kpunrosamote // Banki.ru. URL: https://www.banki.ru/news/daytheme/?id=10979400

16 OKcnepTs BBISIBUIIN ABTOMAaTU3UPOBAHHYIO CKaM-CXeMY Ha $32 MJIH. URL:
https://forklog.com/news/eksperty-vyyavili-avtomatizirovannuyu-skam-shemu-na-32-min

17 Kak Bac Moryr ckamHyThb B muTKax? Bce Buasl ckama B DEFl B ogmoit cratee. URL:
https://vc.ru/u/2548531-nikita-slimkobag/927300-kak-vas-mogut-skamnut-v-shchitkah-vse-vidy-skama-v-defi-v-

odnoy-state



https://cbr.ru/inside/warning-list/
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https://vc.ru/u/2548531-nikita-slimkobag/927300-kak-vas-mogut-skamnut-v-shchitkah-vse-vidy-skama-v-defi-v-odnoy-state

UX C OTPOMHOM MpuObUIbI0. B pesynbraTe pacnpojaxku, 1ieHa MOHETHI OIYCTUTCS 3HAYUTEIBHO

HIDKE TIePBOHAYANBLHOM, U MX HEBO3MOKHO OYeT MpoaaTh.e,

HOBTOMY Nnepea Ha4uaJIOM BJIOKCHUA PCAJIbHBIX CPCACTB B PA3JIMYHBIC IIPOCKTLI JJIA Hadalla
HaJl0 H3YYUTb PBIHOK KPHUIITOBAJIIOT H COSHaTeHeﬁ IIPOCKTa Ooiee JACTaJIbHO. He ciIenayer
IMOKYIIaTb TOKCHBI, KOTOPLIC HC TIOHNMACTC.

Crnenmanuctel kommanuu ReasonlLabs oOparunu BHUMaHUE HA TO, 4TO B Opay3ep Chrome
HAyaJll MAacCOBO YCTAHABIIUBATh HECKOJIbKO 6PEOOHOCHbIX PACUIUPEHUIl, MACKUPOBAGUIUXCA
noo VPN. Ha ¢one canknuii mporuB Poccum cnpoc Ha VPN, mo3Bossrommii 00XOAUTh
OJIOKMPOBKH, 3HAYUTEIHLHO BBIPOC, TIOJJOOHBIC PACIIUPEHUS YCTAaHOBJICHBI BO MHOTHX Opay3epax.
OpHako B TaHHOM cliy4yae peyb HIET O BPEAOHOCHBIX MPOrpaMMax.

HcrounnkoM 3apakeHusi cTanu yctaHoBmuku mupatckux urp (Grand Theft Auto,
Assassin's Creed u The Sims 4), 3arpyxeHHbIX ¢ ToppeHT-TpekepoB. [loanensubiii VPN uenoBek
MIOJTy9aJl BMECTE C UTPOH.

VYcTaHOBIEHHOE Ha KOMIIBIOTEP pPACHIMPEHHE TIOJy4dajo OOIIMpPHBIE IMOJTHOMOYHSI.
Hampumep, Morio 3amyckaTh Ipyrue BPEJIOHOCHBIC CKPUITHI, MOXUINATh KOH(PUICHIIUATBHBIC
JTAaHHBIE, U3MEHSATH Be0-3aMpPOCHl, OTKII0YATh PACIIMPEHNUs, YCTAHOBIEHHBIE B Opay3epe.

18 Kak ybepeubcss OT MOLIEHHMYECTBA TNpU “Hakauke” M “cObpoce” kpunroBamor URL:
https://bit.team/blog/ru/kak-uberechsya-ot-moshennichestva-pri-nakachke-i-sbrose-kriptovalyut/



1.2. JleTH — coy4yacTHUKH (PMHAHCOBBLIX MOIIIECHHHKOB

Bwmecre ¢ Tem, He Bcerza JeTH U MOAPOCTKH CTAHOBSTCS JIMIIL KepTBaMU (PMHAHCOBBIX
MOIIIEHHUKOB, TaK KaK 3JIOYMBIIIJICHHUKH BOBJICKAIOT X B CBOIO MIPECTYIHYIO JACSITEILHOCTD.

[ToxpocTkn ¥ MOJOJEKb YACTO HINYT MOAPAOOTKY B MHTEpHETE. DTUM MOJIB3YIOTCS
MOIIIEHHUKH, 3aMaHUBasi HECOBEPILIEHHOJIETHUX B CBOM MpecTymHble ceTh. OnmacHbIMUA CXeMaMu
3apaboTKa MOKHO Ha3BaTh T€, KOTJa MOAPOCTKAM MpeJiaratoT 3a IPOLEHT UM BO3HATPaXKICHUE
OBITH IOCPETHUKAMHY HITU KyphepaMH MPH Mepeaade JICHET, 3apa00TaHHbIX HElIeTaAIbHBIM ITYTEeM.

CxeMbl BOBJICUEHUSI HECOBEPIICHHOIETHUX ObIBAIOT Pa3HbIE.

Hampumep, 3BOHAT MOAPOCTKY M MPOCIT OKA3aTh YCJIAYrH Kypbepa: JIMYHO 3a0parth
JEHbI'H Yy OIHOTO YEJIOBEKa U MEPEeBECTH UX Ha OAaHKOBCKUH CUET JIPyroro, OCTaBUB ceOe 4acTh 3a
CIENaHHYIO paboTy.

Kak mnpaBuno, uHUIMHpyeTCcs Takas IMpecTymHas MAeSITeIbHOCTh H3-3a pydexa c
UCIIOJIb30BaHNWEM TelIe(DOHHBIX 3BOHKOB, MECCEH/DKEPOB, KOMIBIOTEPHBIX TIporpamm. B
MECCEH/IPKEPE MOJPOCTKH IMOIY4al0T OT MONICHHMKOB YETKHME MHCTPYKIMH, KaKk ce0s BECTH C
JIOJIbMH, Y KOTOPBIX OHU 3a0MPAIOT JCHBIM U KaK TIEPEBOJANTH CPEJICTBA.

[lepen 3TM MOILIEHHUKHA OOMaHHBIM ITYTEM BBIMOTAIOT JICHEXKHBIE CPEACTBA Yy IPaXKaaH,
pacckasbIBasi HICTOPUU O HEOOXOIMMOCTH ITOMOYB OJIM3KOMY POJICTBEHHHKY, TIOTIABIIEMY B Oely.
['paxknane mepenaroT [EHBI'M HECOBEPLICHHOJNETHUM KypbepaMm. Te 3a BO3HarpaxieHue
MEPEYUCIISIIOT OCTABIIYIOCS CYMMY Ha OaHKOBCKYIO KapTy 3J0YMBIIUICHHHKOB, CTAHOBSChH
NMOCOOHMKAMM B COBePILIEHUHU MPECTYNJICHHS.

«Kypvep cobpan y mpex noscunvix scenwun 6orvue muinuona pyonei. Mm oxkazanca 16-
JemHull monooou uyenosex. OH npusHancs, ymo xomen ObICMPO 3apabomamv OeHbU Ha
KapmaHnuvle pacxoowl. Ilo oannomy ghaxmy 6vi1o 8036)cOeHO Y20108H0e Oeno no cmamve 159
VK P® («Mowennuuecmeo 6 KpynHom pazmepey).

Yyactne B TOJOOHBIX CXE€MaX MOMKET T'PO3UTh YrOJOBHOH OTBETCTBEHHOCTBIO, a
HaKa3aHWeM OyAyT He TOJbKO Tpadbl U 00SA3aHHOCTH BEPHYTH JICHbIH, HO PEabHOE JUIICHUE
CBOOO/BI.

Eme oquH BHJ MOIICHHWKOB M3 YHUCJIAa HECOBEPIIECHHOJICTHUX NPEICTABIISIOT TE, KTO
3BOHUT U, PEOCmaegiaAacy MONABIIUMU B Oely (K IpuUMepy, B aBapui0) CbIHOM, 004epblo Uil
6HYKOM, BBIMAHMBAIOT JEHbIM Ha "pemieHue" mpoOseMbl. 3aTeM K pa3roBOPY MOJAKIIIOYAETCS
SAKOOBI COTPYIOHHK TOJNHUIIMU U, HE JaBas OMOMHHTHCS, TOBOPUT, YTO ACHBIU HYKHO CPOYHO
nepeaaTh yepe3 Kypbepa. 3aCTUTHYTHIE BPACIIIIOX TTOXKHIIBIC JIFOIM HEPEIKO MOMAIal0TCs Ha 3TOT
Kprouok. Kypbepom Takke MOKET SBISATHCS HECOBEPILICHHONETHHUH (B TOM YHCIE TOT, KOTOPhIE
3BOHMJI TIOJT BUJIOM JIPYTOTO YeJIOBEKa), KOTOPHIX HaxXoJsAT B MHTepHETe. [Ipu 3TOM adepucTsl,
HAHSBIINE HECOBEPIICHHOJETHUX, CaMyI0 Tps3HYIO paboTy - 3a0paTh JACHBIU - TOPYYaloT
CICIIHATEHBIM KyphepaM.

«17-nemnuti noopocmox - oxazancs 6 noje 3peHus ONepamusHUK08 Nocjie mozo, KaK 8
noauyuio oopamunace 81-nemmusis nencuonepka, y komopou ou 3abpan 100 mvicau pyoneu.
babywxka oymana, umo nomoeaem emyuxe, xomopas sikoowl nonaia 6 JTI u no meneghomny
nonpocuna oenveu. Ymobvi Ha MOIOOYVIO HCEHWUHRY He 3a8enu 0el0, NeHCUOHEPKA He Nodcanend
8ce ceou coepedicetusl, Ho NO360HUMb POOHBIM 000YMANACL MOLKO NOCIE YX00d Kypbepa.

Koeoa nonuyus 3adepoicana wonowty, oH pacckasai, 4mo 6 HOUCKax noopabomxu 0Cmasu
3a56KYy 6 2pynne ¢ 6aKaHcusamMu  coycemsx. Bckope emy npednodrcunu pabomy 6 uHeeCmuyuoHHOU
KOMARAHUU. 3a0Upame OeHbel )y KIUeHMO8 U Nepecbliams ux yepe3 6aHKOMam Ha onpeoesienHble
cuema. FOnowa coenacuncs, omnpasun "pabomooamenio” ceou nacnopmuvle OanHvle U CMail
KYPbepoM.

Cnedosamenu GuIACHUNU, YMO HECOBEPUIEHHONIEMHULL YUACMBO8AL euje 8 HECKONbKUX
AHANOZUYHBIX NPECMYNNICHUAX HA 6 pecuoHe c60e20 npoxcuganus. Takdce oOH NpeosodCcul
noosapabomams ceoemy 3HAKOMomy ceepcmuuxy. OHu emecme omnpasunuce Ha "Oeno” &
coceonul 2opod. M noxka ooun credun 3a o6cmanoskou Ha yauye, emopoi 3aopan oonee 700



mulcsay pyonei y 12-nemueti 0e6ouKu, nogepusuiell, Ymo ee Mama NOnala 8 A8apuio U HyHcoaemcs
6 0opococmoswem nevenuu. Takas KpynHas Cymma Haxoouidacs 8 Smom MOMeHm 0oma, U pedeHok
006 5MoMm 3HATL. »

Crnenyromas MoOIIEHHHYECKass (PUHAHCOBAs CXEMa - 3TO CXeMa «OOHAJIBIIMKOB» H
«HOMHHAJIBHBIX IHPEKTOPOBY.

«Iloopocmox Ilems xouem naiimu noopabomxy 8 c60000HOe 8peMsl.

Ha oonom u3 catimog no noucky pabomut Ilems ysuoen obvaenenue:

«Tpebyemcs compyonuk 0ns yoanreHHoU pabomol ¢ OeHedicHvimu nepesooamu. CepbesHulil
3apabomoK 3a HecKoIbKO 4aco8 8 OeHb. Tpyooycmpoticmeo 6e3 NposepoK U 3anoJHeHUs
ooxymenmos. Onvim pabomol He mpedyemcsi. I apanmus 8bicokoeo 0oxooa. Tpebosarnus: nanudue
Kapmul 1106020 6anka POy y.

B 3THx cxemax UCHONB3YIOTCS, B TOM 4HCle, (PU3MUECKUE JIHIA, KOTOPHIC MOMOTAOT
oOHanMYMBaTh ¥ BBIBOJUTH JCHBIU IIOCJIE€ COBEPIICHHUS MPECTYMHUKAMU (PUHAHCOBOTO
NPECTYIUICHUS, TaK Ha3bIBacMbIe «JIpommepb» (0T aHrimiickoro drop — OpocaTh, KanaTb) —
momu'®. B 3aKoHOJATeNbCTBE, MAHHBI TEPMHUH HE WHCIONB3YeTCA, OJHAKO BCE Yalle
rOCYJapCTBEHHBIC OPraHU3alluH, IPABOOXPAHUTEIBHBIC OPTraHbl JaHHBIA TEPMHH HCIIOJIB3YIOT,
BBHUTy OTCYTCTBHS €MKHX aHTJIOS3BIYHBIX aHANOToB2’. MBI Takke OyIeM HCIoIb30BaTh Jajee o
TEKCTY JaHHBIH TEPMHH, a TaKXKe — <JIMI0, OOHAJIUYMBAIONICE CPEJICTBA, IOJYYCHHBIC
MPECTYITHBIM ITyTEM.

Yamie Bcero apommepsl Jaxke HE IOJO03PEBAOT, YTO SIBISIOTCS YacThiO OOJBIIOTO
MPECTYITHOTO TNa33ia. [[ponmepsbl He SBISIOTCS HHALMATOPAMU TPECTYIICHUS, OHU GbINOIHSION
VKa3anusi, TIONy4Yas 3a 3TO JCeHbru. Yaiie Bcero 3T JIFOJM NPEJOCTABIISIOT JaHHBIC CBOCH
OaHKOBCKOW KapThl  3JIOYMBINIUICHHUKAM 3a BO3HarpaxiaeHue. MHorma HuYero He
M0JI03PEBAIOIIETO OPOCTKA MPOCT 3aBECTH HECKOJIBKO OAHKOBCKUX KapT.

Ha kapTsl mopoCcTKa MOIIICHHUKH TIEPEBOISAT MOXUIIICHHBIE CPEICTBA, @ 3aTEM I10 [IEMOYKE
HOJIPOCTKH TIEPEBOJIAT CPEACTBA IPYTOMY UYEIIOBEKY. TakuM 00pa3oM MPECTYIHUKH YCIOXKHSIOT
MIPABOOXPAHUTEIISIM TIOUCK CPEJICTB M KOHSUHBIX Moydareneil. Kpome 3Toro moapocTkoB mpocsT
OOHaJIMYUTh MOCTYIUBIINE HAa KapTy JEHbI'M B pa3HbIX OaHKoMarax, 3a0paB cebe HeOOIbIIOoi
MIPOIICHT.

Yame Bcero apomnmnepaMu CTAHOBSITCS HauMeHee (PMHAHCOBO TPaMOTHBIE, TOBEPUYUBHIC
JIIO]IA, T€, KTO BEPUT, YTO MOXKET OBICTPO U JIETKO 3apaboTaTh.

Pa3znuyaroT 1Ba BUIa APOMIEPOB: «HEPA3BOIHBIE» U «PA3BOIHBIC)

K mepBoMy THITY TOICTaBHBIX OTHOCSITCS JIFOTU, KOTOPHIC OCBEIOMIICHBI O KPHMHHAILHOM
COCTaBIISIONIEH cBOEH ACSITENFHOCTU U ICUCTBYIOT JOOPOBOJIBHO U YMBIIIIIEHHO.

Ko BTOpOoMy — T€, KTO HE MOHUMAET, YTO HAXOJHUTCS B JIOBYIIKE Y MOIICHHUKOB, U HE
oTJIaeT ce0e OTYeTa, YTO yJacTBYeT B CXeMe, HapyIIarolien 3aKoH.

CxembI BepOOBKH JIPOIITIEPOB MOIMIEHHUKAMHU pPa3HbIe, HAIIPUMeED:
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1% Mowennuk He no ceoeii Bose. Kak He crath coydacTHuKOM kubeprpectymienus // Pam6nep. URL:
https://finance.rambler.ru/money/52094791-moshennik-ne-po-svoey-vole-kak-ne-stat-souchastnikom-
kiberprestupleniya/

2 IIpokypop pa3bsCHSET. [pokypatypa XabapoBcKoro Kpasl. 11.07.2023. URL:
https://epp.genproc.gov.ru/web/proc_27/activity/legal-education/explain?item=89000905

06 OTBETCTBECHHOCTHU BJIaZACJIIbLIEB JACHEXKHBIX CUECTOB (,HpOHHCpOB») B CBsA3HU C HCIIOJIB30BAHHEM HX B
MOUIEHHHYECKOH  cxeme. JSIHTMKOBCKMI ~ MyHuUIMNANbHBIA  Ookpyr  YyBamckod  PecnmyOmukm.  URL:
https://yantik.cap.ru/action/activity/pravoohraniteljnaya-deyateljnostj/prokuratura-yantikovskogo-
rajona/prokuratura-razjyasnyaet/2023-god/ob-otvetstvennosti-vladeljcev-denezhnih-schetov-dr

Jpormepsr: NPECTYIIEHHE u HaKa3aHue. URL: https://nefteyuganskij-
r86.gosweb.gosuslugi.ru/netcat_files/userfiles/Finansovaya gramotnost _/Info_materialy/Droppery prestuplenie i n
akazanie_.pdf

banku orOmnmu Gosee 20 MIIH TIOMBITOK TMOXWUTUTH JeHbrm kiaueHTtoB. 31.01.2024 116 P®. URL:
https://cbr.ru/press/event/?id=18382 .

2l Jpornmep 1noHeBoOJIE: KaK HE CTaTh COYYACTHUKOM MOIIEHHHYECKOU CXeMbl ¢ GAHKOBCKUMHU KapTamu //
HSE.Daily. URL: https://economics.hse.ru/ecjourn/news/847434104.html
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1) MoleHHUKY pa3MenaloT Ha yJIHMIax U B UHTEPHETE, B TOM YHCJIE B COLUAIBHBIX
CeTAX, OOBSABICHUSA, B KOTOPBIX IMpearaercs paboTa, CBs3aHHas C TIEPEBOJOM U
OoOHaJIMYKMBAaHUEM JICHET,

2) MoleHHUKH pa3MeIIaloT B TeJIerpaMM-KaHalax U COLMAbHBIX CETAX OOBSIBICHUS
00 unTepecHoit padote B IT-chepe ¢ ObicTphIM pocTOM 3apaboTKa,

3) MoueHHUKH, pa3Menias OOBABICHHS O padoTe, NeNaloT (UIIMHTOBBIE CANTHI
(moxenbHbIe) KPYIMHBIX KOMITAHWH, YTOOBI YCHIMUTH OJMTENBHOCTh W MPEUIaraloT TaKue
noipaboTKy,;

4) [Tox BUIOM COTPYAHHMKOB TPaBOOXPAHUTEIbHBIX OPTaHOB MOIICHHHKH 3BOHST

HOJPOCTKY C MPEATIOKEHUEM O(PUIMAIBHO YCTPOUTHCS Ha paboTy IO MOUCKY MPECTYIHUKOB U
o0elmaroT exeMecsuHbli n1oxoa. Eciu yenoBek cornamaercsi, TO MOILIEHHUKHU MIEPEBOJAT HA €ro
0aHKOBCKYIO KapTy IOXUILEHHBIE JCHbIU U 3aTEM I10/] BUJIOM COTPYAHUKOB OaHKa TPEOYIOT CHATH
9TH J€HbI'U B OaHKOMATE;

5) [Tox BuaOM OMIMOMBIIErOCS YeJIOBEKa MOIICHHHMKH '"CIy4aiHO" MepeBOIsT Ha
0OaHKOBCKUI CUET JEHbIH, A 3aTEM IPOCST UX BEPHYTh HATUYHBIMH UJIU IIEPEBECTH HA KapTy.

3JI0yMBIIIJIEHHUKU CTPEMSATCS MAaKCHMAJIbHO YCIIOKHUTD [TPAaBOOXPAHUTEIIbHBIM OpraHaM
IpOLIECC BBIABICHUS M OTCIEKUBAHMUS JCHEKHBIX CPEACTB, MPOXOIAIIMX Yepe3 LEHOYKH
oOHannunBanusg. CaMy MOLLIEHHUKH NTPUOETAIOT K YCIyraM IOJICTaBHBIX JIUI] — APOIIEPOB, YTOObI
n30exaTh OTBETCTBEHHOCTH 3a IEPEBO]] WM OOHAIMYMBAHUE JIEHEKHBIX CPE/ICTB. BoabIIMHCTBO
opranu3atopoB adep JKMBYT 3a TpaHUIECH W JaKe BBIYMCIUTH HMX BECbMa CIIOKHO, 3aTO
HOCBUIBHBIX-JJPONIIEPOB JIOBAT NPAaKTUYECKH BceX. MM Tak ’ke Ipo3UT peanbHOE JHIICHHE
cBO0OOBI, U IPUAETCA BO3MELIATh HAHECEHHBIN y1epO.

MoIIeHHUKH MOT'YT 3aMeTaTh CJIE/Ibl OILIAT IPU OYE€Hb CEPbE3HBIX IPECTYIUIEHUAX, MOT'YT
YKIJIOHSTBCS OT YIUIAThl HAJIOTOB, a MOJPOCTOK CTAHOBUTCS MOCOOHUKOM MOILICHHHKA.

Jlpommiepsl, corjamasich Ha TaKylo JesTeIbHOCTb, HECYT OU€Hb OOJIbIINE MOCIEACTBHS,
KOTOpBIE MOT'YT 3aTPOHYTh HE TOJIBKO CBOU U POJUTENBCKUE IEHBI'M U UMYILECTBO, HO U KU3Hb U
cBoOoay cebs 1 CBOEH ceMbH.

Kakwne MOCJIECJACTBUA MOT'YT IIOCJIICA0OBATHL 3a ,Z[pOHHI/IHl"OMZZZ

1. OT MOLIEHHUKOB MOTYT IIOCTYINAaTh YTPO3bl APONIEPY U €ro OJIN3KUM, IIaHTaX.

2. Jlporrep CTaHOBUTCS yYaCTHUKOM CXEM OTMBIBAHUS ICHEKHBIX CPEJICTB, MPOJAKU
OPYXXHsI M HAPKOTHKOB.

3. Jpomnmnepa OyayT HCKaThb NPaBOOXPAHUTENIbHBIE M HAJIOTOBBIE OpraHbl, HHbIE
CTPYKTYPHI.

4. Jpormrmep crtaHeT GUTrypaHTOM YTOJIOBHOIO Jeja.

5. Jlpoririep oTBeYaemb CBOMM MMYIIECTBOM U JCHBraMH, a TaK)Xe€ HUMYIIECTBOM U
JIeHbraMH POJMTENEH U ONEKYHOB.

6. [Tpunercs BeIIIAYUBATH KPYITHBIE CYMMBI TOaMH.

7. Jpomnmnep co3naer cebe HeraTWBHBIM (PMHAHCOBBIA PEHUTHHT, MOJAPBIBAET CBOIO
pernyTaruio.

8. Jpomnmnepa MOryT yOuTb, 4T00BI H30aBUTHCS OT CBUAETEIS.

VYTOJOBHBIN KOACKC HE COJEPKUT TAKOTO COCTaBa MPECTYIUICHUS, KaK JPOMIUHT, OJHAKO
9TO JCWCTBHE MOXKET KBaJTM(HUIIMPOBATHCS KAaK Kpaxa, MOIIEHHUYECTBO, JierajJu3aiusi
(oTMBIBaHUE) I€HEKHBIX CPEICTB, MOJTY4YeHHBIX MPECTYMHBIM MyTEM.

B cnywae, ecnu nesHus mojapocTka OyAyT Tak KBaIM(QHUIMPOBAHBI, TO OH IOHECET
HaKa3aHHe He TOJbKO B BHe Oonbiioro mrpada (ot 100 Teicsiu pyOeit), HO U B BUIE JIUIICHUS
CBOOOIBI Ha TOTUH CPOK (B CpenHeM, 6-7 JeT, HO MOXKeT focturath u 10 ner).

Kax coobwarom 6 Accoyuayuu wopucmos Poccuu, 19-nemmuroro socumenvuuyy Kypcroti
obnacmu, komopas pabomana Ha MOWEHHUKO8, 0053a1u sviniamums nocmpaoasuum 800 moic.

2 TTompo6ree: https://cloud.mail.ru/public/bfkn/2QSFPyEy]



£ a sapabomana ona ecezo 15 muic. P. Eciu Kypvep HecosepuieHHONeMHUL, 9ma 00y3a Jsicem
Ha pooumeinell.

XKeptBe MomieHHHYECTBA HEOOXOAMMO BO3MECTUTS yIiepO. A ¢ 14 5ieT 3To AOKEH eaTh
caM MOAPOCTOK: OH oIutayuBaeT mTpad aubo ¢ 3apaboTka, CO CTHICHIIUHU, C AIMMEHTOB HIIU
npyroro Bujaa aoxona. Eciu Bo3MokHOCTel 3apaboTKa HET, TO B CUET yuiepOa MOXKeT MOWTH
JIBUKUMOE WU HEABM)KMMOE UMYIIECTBO (HApUMEpP, KOMITbIOTEP, Tene(oH, MpUcTaBKa). A BOT
B TOM Clly4ae, eciiu mTpad T0BOJILHO OONIBIION 1 COOCTBEHHBIX CPEACTB MOAPOCTKY HE XBATaET,
JIEHbI'Y BBITUTAYUBAIOT POJUTEIN HIIM ONEKYHBI.

Taxxkxe nmaHHele O mpaBoHapylieHuH HampaBiT B Komuccuio mo  jgenam
HECOBEPIICHHOJIETHUX U 3alllUTE UX IIpaB.

Kakxyio OTBETCTBEHHOCTh MOTYT HECTH HECOBEPIIEHHOJIETHHE MOIIEHHUKH. >

Ecnu Mbl mocMOTpUM Ha oOmpejelieHue 3TOro JAESHUsS, TO MOIIEHHHYECTBO — 3TO
IPECTYIUIEHUE, KOTOPOE 3aKII0YaeTCsl B IPHUCBOCHUM UY)KUX JIEHET IMyTEM oOMaHa MU BBEICHUS
B 3a0myxneHue. Jla, yamie Bcero 4ejaoBeK NepefaeT CBOM JCHEKHbIE CPENICTBA MPECTYIMHUKY
T0OPOBOJTBHO.

N none3ysick TeMm, 4YTO YrojlioBHas M aJMUHUCTPATHBHAs OTBETCTBEHHOCTh IO
GONBITMHCTBY NPECTYIUIEHHH HACTymaeT Ha CJeAyIolmuii aeHb mociae 16-metus’, Bipocrbie
MOIIIEHHUKHA YacTO TPUBIEKAIOT HECOBEPIICHHOJETHUX K COBEPIICHHI0 OOMAaHHBIX AEHCTBUI
MIOCYJIaMU ITOJIy4€HUs OBICTPBIX U "NErkux" neHer.

HiMeHnHO 103TOMY NOJAPOCTKU AOKHBI 3HATh, UTO OTBEUYATH 32 JIESIHUS UM TOKE MPUIETCS.
Haxe eciu onn muaamie 16 ner.

B tom cnyudae, ecnu ymep6 ams kepTBbI MOLIEHHUKOB coctaBui meree 1000 py0., aTo
KBaJIM(ULMPYETCsl KaK aJMUHUCTPATUBHOE IpaBOHApYILIEHUE, MIpeaycMoTpeHHoe 4. 1 er. 7.27
KoAIl P® «Menkoe xuienue». [loliMaHHBIM 32 COBEPIIICHUE JAHHOTO JCHCTBUS I'PO3UT IITpad
B pa3Mepe J0 MATHKPATHOH CTOMMOCTH TOXHUIIEHHOTO mmylnectBa (Ho He menee 1000 pyo.),
aJIMHUHHCTPATUBHBIN apecT A0 15 cyTok miu obs3arensHbie paboThl HA CpoK A0 50 4acoB.

A BoT ecnu pa3mep ymiep6a Beiie — 1000-2500 py6neit, To pabotaeT 4acTh 2-ast TOH ke
cTaThi ¢ yBenuueHueM mrpada — He menee 3000 py6., BozMoxkHbIe cpoku apecta — 10-15 cyTok,
00s13aTenbHBIX padboT — 10 120 vacos.

[ToHATHO, YTO eciau coBeplleH Oojee cepbe3HbI MPOCTYNOK, TO M Haka3aHHue OyneT
3HAYMTENILHO cepbe3Hee. Ecnu ymepd coctaBun 6onee 2500 pyoOseit, mpumensercs cr. 159
Yros10BHOT0 Kogekca P® (MOLIEHHMY€ECTBO).

31ech U pa3Mepbl B3UMaeMbIX IITPagoB COCTABISAIOT COTHU ThICAY pyOsei U JOXOIAT 110
MUJITMOHOB, & CPOKH apecTa MOTYT COCTABISIOT O HECKONIBKHX JIET, MPUHYAUTEIbHBIX padoT —
roJipl. BO3MOXHO BbIHECEHHE PEIIEHUSI O JIMIIEHUU CBOOOBI, TO €CTh OTIIPaBKa B KOJOHUIO AJIs
HECOBEPIIIECHHOJIETHUX HA CPOK OT 2 JIET.

Tax, ecu MOAPOCTOK y4yacTBOBAJI B MOILIEHHUYECTBE B COCTaBE OPTaHU30BAHHOMN IPYIIIBL,
U MOCTPaJIaBIIMK YKa3bIBaeT pa3Mep KpaJeHHbIX cpeacTB Oonee 1 muH pyOnel nubo motepro
CBOET0 KUJIbs, TO Y4aCTHUKAM IPECTYIHOI'0 COOOIIECTBA, U HECOBEPIICHHOJIETHEMY TOXKE, MOKET
IPO3UTh MaKCUMaIbHOE HaKa3aHue — 10 10 neT nuineHust cBo0O b, a mTpad cOCTaBUT 10 1 MIIH.
pyo.

Yenyru  «IpommepoB» MO OOHAIMYMBAHUIO  KPUMHHAIBHBIX — JIOXOJOB ~ MOTYT
KBaJIM(ULMPOBATHCA TAKKE Kak Jieran3aius (OTMbIBaHHE) IEHEKHBIX CPEJCTB, 3a COBEPIICHHE
KOTOpOM HAcTYIAeT YroJOBHAsl OTBETCTBEHHOCTh, NIPEAYCMOTpeHHAs ctaTthbell 174 YrosoBHOrO
konexca P® (cosepiieHre (pUHAHCOBBIX ONEpalMii U JPYTUX CAEIOK C JEHEKHBIMU CPEACTBAMU
WIM WHBIM UMYIIECTBOM, 3aBEIOMO MPUOOPETEHHBIMU JAPYTUMHU JTUIIAMU MPECTYITHBIM MTyTEM, B

3 A ecnu pebeHok cosepmmyi MomieHHuuecTBo? Uro emy 3a sto Oymer? / S.Keio. URL:

https://yandex.ru/g/article/a_esli_rebenok_sovershil_moshennichestvo 41010554/

% KoAIl P® Crates 2.3. BospacT, N0 [JOCTHKEHHH KOTOPOIO HACTYHAeT aJMHHHCTPATHBHAS
OTBETCTBEHHOCTb.

YK P® Cratsbs 20. Bo3pacT, ¢ KOTOPOro HacTynaeT yroJloBHas OTBETCTBEHHOCTb.



HeJSIX MPUAAHUS TPAaBOMEPHOTO BUAA BIAJICHUIO, OIH30BAHHUIO U PACHIOPSIKEHHUIO YKA3aHHBIMU
JIEHE)KHBIMH CPEJICTBAMU HIIM MHBIM UMYIIECTBOM). HakaspiBaeTcs mrpadamMu B pazMepe COTCH
ThICSIY pyOJield, B 3aBUCIMOCTH OT COCTAaBOB MpECTyIIeHUs. MakcuManbHOe HaKa3aHHUe B BUJEC
JUIICHUS CBOOOIBI 332 COBEPIICHHUE YKA3aHHOTO MPECTYIUICHHSI - JIMIIEHUE CBOOOIBI HA CPOK 0 2
JIeT.

Ha wums npommepoB yacto oQopMIISFOTCST OaHKOBCKHE KapThl (APOIM-KapThl), WX
KOJIMYECTBO MOXKET JocTurath oonslire 2-3, a To 1 10. Crarbeit 187 YroaosHoro kogexkca P®
MpeayCMOTpPEHA YroJI0BHAs! OTBETCTBEHHOCTD 32 HEMPABOMEPHBIN 000POT CPEICTB IIATEKEM, MO
KOTOpPBIM TOHUMAETCsl M3TOTOBJICHHE, NMPUOOpETeHHe, XpaHEHHEe, TPAHCHOPTUPOBKA B IIEJIAX
UCIIONIb30BAaHUsI MM COBITA, @ PABHO COBIT MOJAETBHBIX IIATEKHBIX KAPT, PACIOPSHKEHUN O
NEePEeBO/Ie JCHEKHBIX CPECTB, JOKYMEHTOB HJIM CPEJCTB OIUIATHI, @ TAKXKE SJICKTPOHHBIX CPE/ICTB,
DJIEKTPOHHBIX HOCUTENICH WH(POPMAIIMU, TEXHUYECKHX YCTPOMCTB, KOMITBIOTEPHBIX IPOTpamM,
IpeHa3HaYeHHBIX JUIsl HETPAaBOMEPHOI'O OCYIIECTBICHUS pUeMa, BbIIauH, IEPeBO/Ia ICHEKHBIX
cpencTB. MakCcuMallbHOE HaKa3aHUE B 3aBUCHMOCTH OT TSKECTH JISSTHUS — JTUIICHHE CBOOOIBI Ha
cpok o 7 et u mrpad 1o 1 miaH. pyo.

He3penocTs u 1erkOMbICIeHHOE OTHOIIEHHE K (PUHAHCOBBIM HHCTPYMEHTAM MOKET
CTOUTH 0YEHb JI0POro!



Pa3znesa 2. HeiipoceTb Kak cOBpeMEeHHbIH MHCTPYMEHT (PUHAHCOBBIX NMPeCTYIICHUI.
MomeHHUYeCKHEe CXeMbI ¢ IOMOIIbI) MCKYCCTBEHHOT0 MHTE/JIEKTA.

UckyccrBennsiii uaremekt (UM) maer HeBeposTHbIE HOBbIE BO3MOXHOCTH OHW3HECY,
IPOMBIIIJICHHOCTH, HayKe, oOpa3oBaHui0. HO 0lHOBpEMEHHO C 3TUM HCIOIB30BaTh HelpoceTu
HayaIu KHOepIpecTyHUKY (YepHBIC IIJISMBI, CKAMEPHI).

OKCIepThl OTMEYAOT, YTO PACTET BOJIHA CIy4acB MOIIEHHUYECTBA, CBSI3aHHBIX C KPayKen
JUYHBIX akkayHTOB B Telegram.

Bce wamie 370yMBIIIJICHHMKM TNPUMEHSIOT aIrOPUTMbl MAIIMHHOTO OOy4eHUs U
UCTIOJB3YIOT HEWPOHHBIE CETH, YTOOBI MOJYYHTh JOCTYN K JIMYHOM HH(pOpMAIUH JIOACH s
oOmana. [IpecTynmHUKM MOTyT HCIIOJIB30BaTh anroputMel MW mid cozgaHus MOAJENBHBIX
JMYHOCTEH U TMPOBEIECHHUS] MOIICHHHYECKUX OTEepalnid, KOTOPbIE TPYJHO OOHAPYKHUTh.

OcHognbie cmpame2uy MOUIEHHUKOB C UCII0JIb30BAHUEM UCKYCCTBEHHOI'O MHTEIIIEKTA!

1. C noMOIIBK0 HMCKYCCTBEHHOI'O HWHTEJUIEKTa 3JIOYMBIIUJIEHHUKH MOTYT JeJaTh
(hanbImIMBBIE JOKYMEHTBI: HEHpOCETh Mo iesaeT 0aHKOBCKHUE BBIITMCKU, HAPUCYET (PaJIbIIUBBIN
NacIopT UM BOAUTEIIBCKOE YAOCTOBEPEHUE.

2. Heiipocetn MacTepcku yMEIOT €034aBATh KAPTHHBI U WIJIIOCTPAUU. A 3TO
3HAUUT, YTO MOJOO0HBIE U300pa)KEHUS JIETKO UCIOIB3YIOTCS Mt PeHKOBBIX cOOpoB. Tak 4To
nepes TeM, KakK OTIPaBUTh KOMY-TO ()MHAHCOBYIO IOMOIb, CTOUT MPOBEPUTH B JAPYTUX
COILICETAX W MHTEPHETE "peaabHOCTh" ajpecara.

3. MOmEHHNKH MOTYT HCIOJIb30BaTh HEUPOCETH JIsI CO3JaHHs (PerHKOBBIX
HOBOCTEH M pPacchlIOK. B HUX BKJIIOYAIOTCS Pa3IMUHbIE CCHUIKM HA PECYpPCHI, IPU MEPEXOJIE
10 KOTOPBIM MOYXHO HOTEPSTh JaHHbIE CBOEH OAaHKOBCKOM KapThl WU JPYTYIO IEPCOHAIbHYIO
HH(pOpMAITHIO.

4, @umUHr, MolleHHUYeckne Bed-caiitbl: UMW wucnonwszyercs s cos3maHust
MOJJENBHBIX JJIEKTPOHHBIX MHCEeM (TeHepaluio IOOBIX NHCeM) U BeO-CaliTOB (MapCUHT U
cuntbiBaHus JIOObIX WEB QaiiioB, u mgake 3aKphITBIX OT WHACKCAIMH, U Cpa3y TeHeparuei
JOOBIX YHUKAJIBHBIX MaT€pHAlIOB B3aMEH ), YTOObI 0OMaHYTh MOJIb30BaTENICH U MOTYYUTh JOCTYII
K UX JIMYHBIM JaHHBIM U (PHAHCOBBIM PECypCaM.

5. CouuaabHble 00ThI 1 MAHMIIYJISINUA B coUaIbHbIX ceTsax: W ncnonsiyercs
TSl cO3/IaHus 4yaT 00TOB (Teerpam) OriaThl U BO3MOKHOCTBIO, COXPAHAThH TUIATEKHBIE JTaHHBIE.
Bce »tu cxembl o0beauHseT HEOOXOAMMOCTh BBOJA CBOEro HoMmepa teiedoHa u SMS-kona.
[TonydeHHble naHHBIE 3aTEM HCHOIb3YIOTCS 3J0YMBILUIEHHUKAMH JJIs HECAaHKIIMOHUPOBAHHOTO
JIOCTYIIa K YYETHOM 3aIIMCH U MOCIIEYIONIEH pacChUIKU ClIaMa WU BBIMOTAHUS JICHET.

6. Helipocetn ywaTcsa moaaep:KMBaTh Ppa3roBop. VCKyCCTBEHHBIM WHTEILIEKT
MOXXET B3ATh Ha ce0s POJb MHUMBIX COTPYJHHUKOB KOHTAKT-IIEHTPOB OaHKOB M JPYTUX
OopraHu3alui, KOTOPbIMH MPEACTABISIIOTCS MOIIEHHUKU AJi1 oOMaHa CBOM KEPTB, U BECTHU
pasroBop.

1. U moxet co3znaBaTh "kia0H" rojioca yesoeka (deepfake).

Kpowme storo, Deepfakes — 3To MmaHuynTMpoOBaHHbBIE BUJIEO, B KOTOPBIX anroputMbel MU
HAKJIaJbIBAIOT JIMIIO0 OJTHOI'O YeJIOBEKA Ha TEJO APYroro, co3jiaBasi BIEYATICHHUE, YTO YEIOBEK
Ha BUE0 TOBOPUT WJIH JIEJIAET TO, YETO Ha caMOM JIeJie HUKOT/1a HE Jieal U He TOBOPHII.

C ydeTrom pa3BUTHS OWMOMETPUHM W BO3MOXKHOCTH O(DOPMHTH KPEIUT IO 3BOHKY
(coBpeMeHHbIE TEXHOJIOTUN UACHTHPHUIUPYIOT YeroBeka mo temOpy rosoca), Deepfake 6yner
UMETh CTOIPOILIEHTHYIO CXOXECTh C OPUTMHAJIOM, a 3HA4YUT, )KepTBa PUCKYET OCTaThCs B
IOJDKHUKAX, HUYEro 00 3TOM He 3Has.



Kpome sTOro, mpecTynmHMKM Hayalld HCIOJB30BaTh HCKYCCTBEHHBIM WHTEJIEKT JUIS
MOJIJICNIKM TOJIOCOBBIX COOOIIEHHWI B TellerpaM C IENbI0 KpaXk NEHEer W akkayHTOB. [IpuBemem
TIpUMeEp 3 KHU3HM. >

«llonv306amenu menezpama CMOAKHYIUCL C HOBLIM GUOOM MOWEHHUYECMEa - CHA4and
NPEeCMYNHUKU NOAYYAOm OOCMYN K AKKAYHMY, 3ameM HAYUHAIOM NUCamsv NOMEHYUATIbHbIM
JHCepmeam U3 Yucia CNUCKA KOHMAKmMog e2o 81a0eibyd ¢ npocbooli nepegecmu oenveu. Mcmopuio
0 Heobxo0uMocmuy NOMOWU NPEeCMYNHUKU NOOKPENIAIOm 2010CO8bIM COOOUjeHUueM AKoObl om
auya enadenvya akkayuma. /s ayouocoooujenus UcCnonb3ylomecs HapesKu U3 e20 pedibHblX
CMApbIX 2010COBbIX COOOUECHULL.

Ayouocoobwenue 0yonupyemcs 6 IuYHyIO NePeniucky U 60 6ce 4amowl, 20€ COCMOUN X03AUH
VKpaoeHHo20 akkaynma. 3amem Hanpasisiemcs homo 6AHKOBCKOU Kapmul ¢ UMeHeM U hamunuel.
Ilpuuem y nocmpaoasuieco cobeceOHUKa umsa U Qamuius OMIUYATUCL 8 COYCemsax Om
ungopmayuu 6 nacnopme, u MOWEHHUKU UCNOIb308ANU OaHHble umeHHo nacnopma. Cymma,
KOMOpY'0 X0menu 3anoiydums npecmynuuxu, cocmaesnsina 200 muic. pyo.

Ha nepBom stane mpoucxomut B3noMm akkayHTa Telegram mnu WhatsApp, Hanpumep,
yepe3 (EHKOBBIC TOJOCOBAaHUS. 3aTéM MOIICHHUKH CKAuWBAaIOT COXPAHCHHBIC TOJOCOBBIC
COOOIllEHUSI W C TOMOUIbIO CEPBHCOB HCKYCCTBEHHOTO HMHTEIUIEKTa CHHTE3HPYIOT HOBBIE
«TOJIOCOBYIIKU» C HEOOXOUMBIM KOHTEKCTOM. HakoHeI, MPOUCXOIUT pacChliika COOOIECHUH B
«JIMYKY» WJIM TPYIIOBbIE 4YaTbl C MPOCHKOOW OJOKUTH KPYINHYIO CyMMY JI€HEr, JUIs
yOeIUTEIIEHOCTH UCTIONIB3YIOT CTEHEPUPOBAHHBIE HCKYCCTBEHHBIM MHTEIIIICKTOM «T'OJIOCOBYIIIKH
1 0T(HOTOILIOMIIEHHYI0 OAHKOBCKYIO KapTy C MOJACIbHBIM UMEHEM MOJTy4aTes.

JlanHasi cxema oOracHa TeM, 4YTO MOIICHHHKH HCIOJB3YIOT HECKOJIBKO (HaKTOpOB
UACHTU(DUKAIINY KEPTBBI — AKKAYHM, 20710C U OAHKOBCKYIO KaApmy.

Yro0Obl HE NOTEPATH JE€HBI'U, HEOOXOAUMO MEPENIPOBEPUTD, AEUCTBUTEIBHO JIU BiIaJIENEL]
aKKayHTa oOpalaeTcs ¢ moJgo00HON MpOockKOoi, HapuMep, MEPE3BOHUB eMy 10 Teedony.

[TpuHIMIHATEHOM PA3HUIIEI B TOM, YTO OOIIAETECH JIH BBI C PEATBHBIM 3JI0YMBIUICHHHKOM
wi poboTtom, HeT. [IpaBumna 6e30macHOCTH HE 3aBUCIT OT MPUMEHSIEMbIX MOIIIEHHUKAMH CXEM —
¢ npusnedenneM MU wiu 6e3 Hero.

8. Takxke 3JI0yMBIIJIEHHUKA MOTYT HCIOJB30BaTh CXEMYy MOIIEHHHUYECTBA,
CBA3aHHYIO ¢ (aJbIuBoii perucrpanueii B ChatGPT?.,

MoIeHHUKH TTpeaiaratoT «00JerYuTh» JOCTYI K MOMYJISIPHON MHOCTPAHHON HEMPOCETH
C UCIIOJIb30BAHNEM CIIELIUAIBHOIO CEPBUCA WM NIPUJIOKEHUS. B CBOIO ouepep, CChllIKa Ha CEPBUC
MOJKET BECTH Ha (DUIIMHIOBBIE PECYpPChl, MACKHPYEMbIE O]l CEPBUCHI MPOJAXKH 3a HEOObIINE
JIeHbru akkayHTa B Heiipocetu ChatGPT. Yare Bcero MOIIEHHUKU CO3JAI0T MOAENIbHBIE CANUTHI,
ouenb noxodcue Ha opunnansuelii cat ChatGPT,

ITpu peructpanuu Ha JaHHOM pecypce Heo0X0AUMO Oy/eT 3aroHUTh (GOpMy ¢ JaHHBIMU
JUIsL oruiathl, 1100 OyneT MpefocTaBieHa CChUIKa Ha BPEIOHOCHYIO MpOrpammy, Harmpumep,
YAAJIEHHOTO YIPaBJIEHUsI YCTPOMCTBOM, MPU YCTAHOBKE KOTOPOM 3J0YMBIIUIEHHUKH MOIYYarOT
MOJIHBIM KOHTPOJIb HaJl Fa/I)KETOM I0JIb30BaTelNsl. B KoHeYHOM HTOre BCe 3TO MPUBENET K MOTEpPE
JIEHEXKHBIX CPE/ICTB.

%5 BpiMorarenu Hauanau ucnonb3osars MU ams noamenku ronocossix B Telegram Uem HOBas cxeMa onacHa
JUTS MOJIB30BaTeNIeH /! PBK. 10.01.2024. URL:
https://www.rbc.ru/technology _and_media/10/01/2024/659d37899a79473f8a99e35f

% TeMHas CTOpPOHAa HCKYCCTBEHHOTO HHTeJUIeKTa. KpMMUHalbHble TanaHThl Helpocereit. URL:
https://neuralinsight.ru/kriminalnye-talanty-nejrosetej/



Paszgea 3. 3amuineH — 3HAYUT BOOPYIKEH:
KAaK 3aIIUTUTHCA OT (PMHAHCOBOI0 MOLIEHHNY€ECTBA.

MpsI paccMOTpey pa3iHyHbIe BUIbI MOIICHHHYECKUX CXEM, KOTOPhIC IPUMEHSIOTCS IS
coBepieHusI (UHAHCOBBIX MpecTyIuieHuH. JKepTBaMu TaKuX NMPECTYIUIGHUH MOTYT CTaTh JIFOJIU
100020 603pacma u 63pocivie, u monodvie. I103ToMy HEOOXOIMMO 3aIIOMHUTH PSIIT IPUEMOB,
KOTOpBIC TIO3BOJISIT 3alIUTHTCS OT (PUHAHCOBOTO MOIICHHUYECTBA M HE CTaTh JKEPTBOM
MPECTYMHUKOB. PaccMOTpUM MX OT OOIIETO K YaCTHOMY.

B mepByro ouepenp, MOIIEHHHKH HCIIOJIB3YIOT METOJbI COIMAIbHOTO WHKUHHUPUHTA U
MICUXOJIOTHYECKOTO JaBJICHUS.

B 5ToM ciiydae JKCHepTHI?’ TPEIaraloT camylo JeiCTBEHHYI0 PEKOMEHIAIMI0 —
nepecTaTh pasroBapUBaTh, OTKIIIOYUTHLCS, IMOCMOTPETh BOKPYr, Ha OOCTaHOBKY B KOMHATe,
BEPHYTHCS B PEATBHOCTD U CIIOKOMHO BCEe 00yMaTh B THIIIUHE.

K moboit cutyanuu HEOOXOIUMO OTHOCHTCS € KPUTHYECKHMM BOCIPHUSITHEM.
PexomeHyeTcsi BOCIIpHHMMATh C COMHEHHEM BCE 3BOHKH, KOTJa COOECETHHK Bac Ky/Aa-ToO
OTIIPABJISCT, CKIIOHSIET BaC K KAKUM-TO ACHCTBHSIM, TPEOYET MEPEBOAMTH JIEHBI'M KU YTO-TO
0hOPMIIATS.

Heo6xoauMo 3aroMHUTE HECKOIBKO 00U4UX RPOCHIBIX RPAGUT.

- €CJIM HE3HAKOMBIE JIUI[Aa HAYMHAKOT TUKTOBATH MOPSIOK ICHCTBUIN, 3HAYUT OHH ITBITAIOTCS
BaC «pPa3BeCcThy;

- oOernranus ObICTPOM MPUOBLIN — BCETIa TPEBOXKHBIH 3HAK;

- HE TIEPEXOJIUTh TI0 HE3HAKOMBIM CCHUIKaM;

- HE J1aBaTh HE3HAKOMBIM JIMI[AM JJAHHbIC OAHKOBCKHX KapT.

7

He cTouTh pearnpoBath Ha TPEBOKHbIE 3BOHKH, MUCbMa, SMS 1 coOO1IEeHHs B COLICETSIX
0 TOM, YTO POJCTBEHHHMKY WJIM 3HAKOMOMY HY>KHBI JIeHbI'M. B 3TOM ciiyuae 00s3aTeinbHO CTOUT
HOMBITAThCS CBSI3aThCS C 3TUM POJICTBEHHUKOM WJIM 3HAKOMBIM M COOOIINUTH, YTO OT UX UMEHH
pacchUIAIOTCS TaKUe COOOIIEHNUS, U BOZMOYKHO UX aKKAayHT B3JIOMAJIH.

Ecnu BO3HUKaeT XOTh 0OIHO COMHEHHE, IPOUCXOAUT KaKOe-TO HEITOHITHOE WIIU Iyrarolee
JeiicTBHE, O KOTOPOM Mbl TOBOPWIIM paHee, He0OXOIMMO OCTAaHOBHUTCS, CIPOCHUTH COBeTa Y
POIHBIX M Apy3ei! Eciu 10 HUX HEBO3MOXKHO JO3BOHUTHCS, HY’KHO ITO3BOHUTH B IOJIUIUIO TIO
HOoMepy 112.

Jlanee paccMOTpUM aIrOpUTM AEHCTBUIM B TUITMYHBIX MOIIEHHHUYECKHUX CXEMaX, KOTOPbIE
MO3BOJIAT MUHUMU3UPOBAThH WUJIHM MPEAOTBPATUTh (DUHAHCOBBIC PUCKHU.

IIpaBuia geicTBUM NPH TeJIe(POHHBIX 3BOHKAX

1. BHuMaTenbHO npoBepATh BXOASAIINAN HOMED.

2. Boobmie He oTBeuaTh M HE NEpEe3BaHMBATH MO HEM3BECTHBIM U COMHUTEIbHBIM
HoMmepaMm. Jlaxke ecnu TelneQoH KaXeTcss BEpPHBIM, CTOMT BCerja IMpPOBEPSITh HOMeEpa B
o(UIMaNBHBIX CIIPAaBOYHUKAX M HAa OQUIIMATIBHBIX caliTax.

3. OBA3ATEJIBHO camocTosiTeIbHO MO3BOHUTH OJIM3KOMY 4YeJIOBEKY /B OaHK / B
OpPTaHHU3AIHIO0 / B TIOTUIIUIO, IIOMPOCUTH Y HUX ITOMOIITH.

4, [IpepBaTh pa3roBop - €ciiv OH KacaeTcss ((UHAHCOBBIX BOIIPOCOB.

5. 3anmoMHuTh, uTo LleHTpanpHBId 0aHK, POCHUHMOHUTOPUHT HUKOTJA HE 3BOHUT
(bU3NYECKUM JIUILIAM.

6. He coBepimath HUKaKkuX omnepanuii Wik JeHCTBHUMA 110 HHCTPYKIIHSIM 3BOHSIIETO.

7. Hukxomy HUKOTIa HE COOOIIATh KOBI TOATBEPXKACHUS U3 SMS-coo0meHui.

2" Kak He cTaTh KepTBOH KHOEpMOIIEHHHKOB: HOBBIE CXeMbl 0OMaHa, MopTpeT adepucra U IIpaBuia
Oe3omacHOCTH OT BopoHexckux akcrepToB. URL: https://www.vrn.kp.ru/daily/27586.5/4856275/



8. He coobmate CVV/CVC u uHble naHHbIe OAaHKOBCKHX KapT 1o TeiaedoHY U B

MepenucKax.

9. He ToponuThcsi pUHUMATH pEIICHUE.

10.  Cpasy 3akaHUMBATH PA3roBOP MPH JIFOOBIX COMHEHUSX.

11.  TlocrtaBuTh mpUIIOKEHUE Ul (DUIBTPAIMK BXOMSAIIMX BBI3OBOB. 3a0JIOKUPOBATH
3BOHKHU C IOAO3PUTCIIBHBIX HOMCPOB.

12.  TlpoBepuTb, HEe OBLJIO JIM COMHHUTEIBHBIX ONEPAIUii 32 BpeMsi pa3roBopa (1o KapTe,
B CMC).

13.  Tlpowrpare ¢ pOIUTEISIMH B HIPY, UMHTHUPYIOIIYIO 3BOHKH OT IPEICTaBHTEISI

Oanka wim nonunuu. OTBeyaTh HYXKHO 4€Tko M ObicTpo: "Cmacubo, 10 CBUIAHUS, S cam
nepe3BoHi0". M Tak moBToputh pa3 10, uToObl y yemoBeka chopMHpPOBAIaACh MOJIEb TOBEACHUSI.
A nanblie mepe3BOHUTH B OaHK U y3HATh, YET0 K€ OT Bac XOTEIH M XOTEJIH JIH.

14,  MoxHo, mpuaIyMaTh C POAUTENSAMU U OIU3KUMHU KOJJOBOE CJIOBO, KOTOPOE MOKAKET,
YTO YTO-TO HE TaK.

HpaBmIa JIeHCTBHII C 0aHKOBCKHUMH KapTaMi U IIPA PAaCUYECTHBIX OIlepaludaX:

1. He mnepenaBarh OaHKOBCKYIO KapTy MOCTOpOHHHM. TpebGoBaTh MpOBEICHHS
OTIepalfii C HEM TOJIBKO B JIMUHOM MPUCYTCTBUH M CTAPAThCSI HUKOTIa HE TEPSITh €€ U3 BUILY.
2. He nenate nokynku u He BBoAuTh Kog CCV/CVC Ha coMHHUTENbHBIX caiiTax. Ha

caiiTe HaJC)KHOTO MHTEPHET-Mara3nHa HUKOTAa He OyIyT 3ampaniuBarh JUIHYI0 HHPOPMAITHIO:
MUH-KOJI KapThl, MapoJd OT MOOWJIBHOrO 0aHKa M MPUBSA3AHHBIX K IUIACTHKY SJIEKTPOHHBIX
MOYTOBBIX SIIMKOB. DTU JaHHBIC HUTJIC HETb3s OCTABIISATH!

3. Jannsie kapTel (Homep, nuH-koa, CVC-koa) Henb3sl coOOIIaTh HUKOMY, Haxe
COTpyIHUKAM OaHKa.
4, Henp3s nucath MUH-KOA HAa KapTe M XpaHUTh €ro otjaeiabHo. Habupas nuH-Ko/,

BCErJa HEOOXOIMMO TPHKPHIBATh KJIaBHATypy pyKod. B Tom umcne, mpu pacuere B Kade u
MarasuHax.

o. Ecim ©OaHkoBckas Kapra mOTepsiach, HEOOXOIUMO HEMEIJICHHO COOOIIUTh
poauTensaMm, ganee B OaHk U 3a0510KkupoBath ee. To ke camoe — ecnu mpunuio SMS-coobiieHue o
MOKYTIKE WM CHSATHH JIeHer B OaHKOMaTe, a Bbl 3TOro He Jenanu. Jljig 3Toro mosie3sHo uMeTh
TeseoH CiTy>XObl HOJIEPIKKH OaHKa MO PYKOH.

6. [Tpu mocTymniaeHUH NOJO3PUTENBHBIX CMC O TOM, YTO KapTa 3a0JIOKUPOBaHa, WIH C
Hee ObUIM TepeBe/leHbl CpEeACTBA IO TPaH3aKIMM, KOTOpas HE coBepulajach, HEOOXOIUMO
coo0muTh poaurensM. IlepesBanuBaTh Ha HOMEpP, C KOTOPOTO MOCTYNUIIO COOOIIEHNE, HEeJIb3 1.

7. Bcerna ocmarpuBate 6aHKOMAT nepen ucnoiibzoBanueM. Heo0xoaumo yoeauThces,
YTO HaJ KJIABUATypoHl M Ha KapTONPHUEMHHUKE HET MOCTOPOHHUX MPUKPEIJIEHHBIX MPEJIMETOB, a
KJIaBUaTypa HE [1aTaeTcsl.

8. He ucnonb3oBath oTkpbIThIe TOUkH Wi-Fi (MHTEpHET B OOIIECTBEHHBIX MECTax:
TpaHcnopTe, Kade, KHHOTeaTpax), KOrJa 3axOJUTe B HMHTEPHET-0aHK WIM TOJb3yeTeCh
MOOMIJIBHBIM OAaHKOBCKUM TIPHIIOKEHUEM.

9. Omutara B MHTEpHET-Mara3uHe HE JI0JDKHA NPOMCXOANUTh KaK IEPEBO CPEJICTB HA
Yel-TO JUYHBIH cueT. Eciu Takoe MpouCXOANUT, OTHPABJIATH JeHbI'M HeJIb3sl. B TakoM cirydae
HE00X0/IMMO 00PATUTHCS K POJUTEISIM, YTOOBI OHHM ITOMOTJIN BHIOpATh HAIEKHBIN Mara3uH.

10.  Henw3s mepenaBaTh MOCTOPOHHUM JIMIIaM MOOWJIBHBIE YCTPOMCTBA, HA KOTOPHIX
YCTAHOBJICHBI MIPUIIOKEHUS OHJIaH OAHKOB.

IIpaBuia JneiicTBM B MHTEPHETe M B IepeNucKe JIf 3alUThl OT (PUIIMHIA H
KH0epMoOIIeHHUYeCTBA !

1. He cnenyer Beputh MHGOpPMAIIUU O BBIMTPHIIIAX, TUIATUTH JIEHBIH 32 y4acTUE B
YEJUICHIKaX W 000JIBIIATHCS JIETKUM 3apa00OTKOM.
2. He mepexoauTh mo cchUIKaM B MHUCbMAax WU COOOIIEHHSIX O BBIMTPHIIIE JCHET,

rajpkera Wid ApPYyroro mnpusa, He KIMKalTe Ha MoJo3puTeibHble 00beKThl. CKopee Bcero, mo



CCBUIKE BBl TIOJNy4HTE TOJBKO BUpyc. HaBemuTe Kypcop MBIIM Ha TOAO3PUTEIHHYIO
CCBIIKY/O0BEKT U BbI YBUIUTE, Kyla oHA BeAET Ha camoM Jene. CpaBHUTE €€ ¢ OQUITUATBHBIM
CaliTOM KOMIIaHUHU.

3. OnacHo ckauuMBaTh 1O TMPOCKOE HE3HAKOMIIEB KaKWe-JIMOO MPHUIIOKECHHUS,
OTKPBIBaTh HE3HAKOMBIE M CTPAHHBIC CCBUIKH. Jlake eciM CChIIKa KaXKeTCsl Ha/leKHOW, CTOUT
BCCTrAa CBCPATH aapeca C AOMCHHBIMU HMCHAMUA O(I)I/II_[I/IEUILHBIX calToB opraHnsauHﬁ.

4, Hukomy Hukozoa B mepenucke HE cOOOIIaTh KOJBI MOATBEpKIeHUs U3 SMS-
COOOIIICHUH.
5. OOpamarh BHUMaHHE Ha IIOYTOBBIA JIOMEH, C KOTOPOTO IPHUXOJAT IHCHhMAa.

MoleHHUKH OOBIYHO HCIONB3YIOT OOIIEAOCTYIHBIE AOMEHBI gmail.com, mail.ru u T.I., Wi
JIOMEHBI, TIOX0XHKE Ha oHIIHaIbHBIE HMEHA KoMIaHui (Hamp. sberbankc|.]ru, 1c-sberbank[.Jcom
U T.J.)

6. W3yunTh TeMy mUChbMa WINM COOOIICHHWS, KOHTEHT MHChbMa M Ha3BaHUe (paiiioB.
OOpamarh BHUMaHHE Ha TPAMOTHOCTh mNHChbMA. Eciaum B coolOmieHne mMmoOyxkaaeT Bac K
HEMEUICHHOMY JICHCTBUIO — 3TO MOIO3PUTEILHBIN MPU3HAK.

1. OOpamare BHUMaHu€ Ha oOpaiieHue W mnoanuch. Eciam oHM  SBASIOTCS
0€3TMYHBIMH, WM €CTh MPHU3HAK aBTOMOJCTAHOBKM B OOpAIllEHUH, TO BHICOKA BEPOSITHOCTH
¢ummHra.

8. BEITH OCTOPOKHBIMH C BJIOXKEHHSIMH B MUChMa MM cooOmieHus. OTKpbiBaiiTe
TOJIBKO T€ BJIOXKCHHSI, KOTOPBIC k) 1aiu. [[poBepbTe pacuimpeHne BIOKEHUSI.

9. Ecnmu mucemo wmnm coobmieHue TpeOyeT BBOJA JaHHBIX (JIOTMHA, Mapois) Ha
MIOJIO3PUTEILHBIX CANTAX WM B aHKETHBIX (JOpMax, TO HEOOXOIUMO YAAIUTh 3TO IMUCHMO.

10. Ecou B xozxe oOmeHuss B MecCeHIKepe OOT Wiau poOOT mpesjiaraeT BBECTH

TUYHYI0 (uHAHCOBYIO MHGPOPMAIUIO (KOJbI U3 CMC OT OaHKa, MojHble AaHHbe KapThl, DUO,
[acIOPTHBIE IaHHBIE U T. [1.), HEOOX0AUMO IpepBaTh 00LIeHHE, 00PaTUTHCS B OT/AeNIeHHEe OaHKa
aM00 CaMOCTOSITENIBHO CBSI3aThCS C OpraHu3anuedl 1mo oguiuanbHbIM KOHTAaKTaM, KOTOpPbIE
yKa3aHbl Ha 0()ULIHATIBLHOM CaliTe KOMIAHUU.

11.  Tlaponu B coOLCETSIX B YECTh JIIOOMMBIX JOMAIIHUX MUTOMIIEB U JIAThl POXKICHUS,
KOHEYHO, JIETKO 3alIOMHUTb, HO JIy4llle BEIOpaTh 4TO-TO MocioxkHee. [IoToMy 4To MOIIEHHUKH X
JIETKO Moa0epyT. A eciau OHM TAe-TO 3alMCaHbl, TO Henb3s GororpadupoBaTh 3TOT JUCTOK U
OTIPABJIATh CHUMOK KyZa-To.

12. Hemw3s ¢ororpadupoBaTh W OTHPABISATH CBOM JIMYHBIC JaHHBIE W JIAaHHBIE
poauTesnel, KONMMU NaclopToB M JPYTUX JOKYMEHTOB, OaHKOBCKMX KapTOUY€K U JECHBIH
HE3HAKOMBIM JIIO/ISIM.

13. Henb3a HU ¢ KeM JenuThes MHPOpManueil o0 ajxpece JoMa, IIKOJIbI, O MECTe
paboThl poauTeNel, KaKue MPUIIOKEHUSI CTOSIT y YJIEHOB CEMbU Ha TesedoHe, TI00bIMU apoIIMU
u [IMH-konamu.

14.  Jlyume oOmAaThCS TOIBKO C APY3bSIMU U OJIM3KUMU, KOTOPbIE MUILIYT CO 3HAKOMBIX
HOMEpPOB M CTpPaHMI. A €ClM Hanucajdl HE3HAKOMEL] U IPOCUTCS B JPYy3bs, a IOTOM Hayal
CIpalIMBaTh HHPOPMAIUIO, IEPEUUCICHHYIO BbIIIE, TO OH TOYHO HE MOXKET OBITh TBOMM JIPYTOM.

15. Heo6x0auMo JIMYHO MPOBEPATH BCIO MHPOPMALINIO, TOCTYMAOLLYIO OT JIpy3€eil Ui
POJICTBEHHUKOB B COILICETSIX, MeCCeHIKepax. To ecTh, ecliu Jpyr UM noJpyra BAPYT MONpPOCHIIa
JICHET, YTOObI OIUIATUTh MOCHUIKY, Jy4Ille IEPE3BOHUTH U YCIBIIIATh IPOChOy B Pa3roBOpeE.

16.  CoBepmiaTh TOKYIKH MOXHO TOJBKO IO COTJIACOBAaHHIO C POIUTEISIMHU, B
IIPOBEPEHHBIX MHTEPHET-Mara3uHax, Hejlb3sl IEPEBOJUTH MOJIHYIO MIPEIOIUIATY 3@ TOBAp, €CIIU HE
YBEPEHBI B HAJIEKHOCTU IPOAABIIA.

17. OmacHo mnpuoOpeTaTth BUPTyaJbHBbIE JAEHBIM, YIy4IIEHUS AT UIp, a TaKke
IUTATHBIN UTPOBOM KOHTEHT U Ipyrue OOHYCHI.

18. [Ipennoxenue obmarbest B Meccenkepe, a HE UEPE3 odumuansabie cailTh
TOPrOBBIX TUIOMANOK (Hanpumep, «AButo» unu «tOny») — mepBbId MPU3HAK MOIICHHHKA.
HeoOxoaumo mpoBepsATh PEUTUHT M OT3bIBBI Ha MpojaBia. JKenareabHO cOBEpIIAaTh MOKYIKY



BMECTE C POJUTEIISIMHA WJIM OTUIAYMBATh TOBAPBI TOJIBKO Yepe3 OE30TacHylo CIENIKy Ha caMOM
caiite OecrutaTHBIX «ABUTO» WK «HOmy».

19. HyxXHO 3allUTUTh CBOM aKKayHThl — HEOOXOJIMMO Be3[e, Ille 3TO BO3MOXKHO,
HOJIKJIFOYUTH ABYX(AKTOPHYIO UACHTH(PHUKAIHUIO.

20.  Cnenyet obecrneunTh 06€30MaCHOCTh MPO(UIT B COIUATBHBIX CETAX - CICAYET
3aKpBITh JOCTYHI MOCTOPOHHUM K JMYHON MH(OpPMAIHMM Ha CTPAHULAX COIICETEH, ClelaB UX
IPUBATHBIMHU.

21.  BaxHO HCIIOJIb30BaTh AaHTUBHPYCHOE MPOTPAaMMHOE OOecIeueHue U PeryisipHO
OOHOBJISAITH €r0, YTOOBI 3AIIUTUTH CBOM KOMIIBIOTEP OT BPEIOHOCHBIX IIPOTPAMM.

22.  Eciu BBl pemImyii CaMOCTOSITENIBHO BOCIIOJIB30BATHCS YCIyraMH HEHpOCETH,
yOenuTech, 4TO JEHCTBUTENIBHO OKa3aluch Ha oduuuaibHoM pecypce. He mepexoaure mo
COMHHUTEJIBbHBIM CCBUIKAM, MPEAJIaralolliM BBECTH JIaHHBIC JJIs OIJIaThl U HE YCTaHABIIMBANWTE
Ha CBOM YCTPOICTBA HEM3BECTHBIE MPUIIOKECHHUS.

23.  Eciu BBl B pa3roBope MOYYBCTBOBAJIM YTO-TO HEJAJHOE, JIydlle BCEro Oyaer
3aJaTh COOECEAHHKY ClydyallHbIi BOIIPOC — 3TO MOMOKET IOHSTh, YTO Bbl OOLIAETECH C JKUBBIM
YEeJIOBEKOM, a HE C OOTOM.

Ipuiaoxenus

Hpunoxenne Ne 1.
I'noccapuii

Jlponmep, Aponm — 3TO TOJICTaBHOE (U3NYECKOE JINIO, opopMHuBIIEe HA ceOsi cpencTBa
riatexeil (0aHKOBCKME TJIACTUKOBBIE KapThl, OAHKOBCKUE CYETa, AJIEKTPOHHBIC KOIIEIbKH,
KPUITOKOWIENIKA W TIp.) W/WJIM 3aperucTpupoBaBiiee ceOs B KadyecTBe WHIMBHIYaIbHOTO
npennpuaumarens (MII) w/unu nqupekTopa W/WiIu y4peauTens IOPUIWYECKOro juia 0e3 1enu
peabHOTO y4yacThsi B TPEANPUHUMATEIILCKON JESITeIBbHOCTH C TIOCIEAYIONIed mepeaadei
(cObITOM) TpeThUM JHIIAM 32 JIEHE)KHOE BO3HATPAXKICHHE WM HHbIE MaTepualbHbIC WIH
HeMaTepHualbHbIE IIEHHOCTH JIEKTPOHHBIX CPEJCTB, MPEIHA3HAUYCHHBIX JIJISl YIIPABICHHUS CBOMMH
CpeACTBaMHU IIaTeXed W/MiaM OaHKOBCKUMH cyeTaMM M (UHAHCOBOH JI€ATENBbHOCTHIO
0(OpMIICHHBIX Ha HETO OPTaHU3AIM W/ WM HHIUBUIYaIbHOTO Mpeanpuaumarens. K «apomam»
TaKXKe OTHOCATCA (U3MYECKHUEe JIMIa, NPEJOCTaBUBIINE CBOM IE€PCOHAJbHBbIC JAHHBIE U
JOKYMEHTBHI Ui WACHTH(QUKAIMKA TPU TMPOBEICHUN (UHAHCOBBIX OINEPalUi C HATUYHBIMA
JICHEHBIMU CPEJICTBAMM, IPUHAAIISKAIIUMU TPETHUM JIMLIAM U B UX HHTEpecax.

ICO (Initial Coin Offering) — mnepBu4YHOE pa3MElICHHE MOHET WM MEPBUYHOE
pasMelleHHe TOKEHOB — (hopMa TpHUBJIEUEHUS HHBECTUIMI dYepe3 BBITYCK U IMPOJAXKY
WHBECTOpaM IMH(PPOBBIX TOKEHOB 3a (hHaTHBIE JICHEKHBIE CPEJICTBA MJIM MHBIE KPUITTOBATIOTHI.

MuBecTunmMm — JeHEXHbIE CPE/ICTBA, LIEHHbIE OyMaru, HHOE€ UMYIIECTBO, B TOM YHCIIE
UMYIIECTBEHHBIE TIPaBa, MHBIC MIPaBa, UMEIOIINE JCHEKHYIO OIICHKY, BKIIAIBIBAEMbIE B OOBEKTHI
MPEeINPUHUMATETICKON U (WJIM) MHOW NEATEIbHOCTH B UENSIX MOJY4YeHHs MpHObUM u (WIIK)
JOCTHUKEHUS] HHOTO MOJIE3HOTO 3P deKTa.

MuBecTop — n1110, OCYIIECTBIIAIONIEE HHBECTHIINH.

NHBeCTMUMOHHBI NPOEKT — OrPAaHWYEHHBIM 110 BPEMEHU OCYILIECTBICHUS U
3aTpayuMBaeMbIM pecypcaM KOMIUIEKC MEpOINpPHATUN, HalpaBIEHHBIX Ha CO3JaHHE U
MOCJIEIYIONIYI0 OKCIUTyaTallii0 HOBBIX JHOO MOJIEPHU3ANUIO CYIIECTBYIONIMX OOBEKTOB
(HampuMep, TOBApOB, YCIYr), IMyT€M OCYIIECTBICHUS WHBECTULUH (BIOKEHHH, Hampumep,
(UHAHCOBBIX).

Kpayadganauua — KojuleKTuBHOE (PMHAHCUPOBAHKE MPOEKTa, IPOM3BOJICTBA TOBApA MU
yciyrH, Gupmsl 1 ipouee. OCyIIeCTBISIETCS B pa3IMIHBIX (GOpMax.

KpunroBanwra — wyughposas eantoma — COBOKYIIHOCTb 3JEKTPOHHBIX JaHHBIX
(undpoBoro koga uiau 0003HAYEHHMsI), COAEPKAIIUXCSA B MH(OPMALMOHHON CHCTEME, KOTOpbIe



npearaoTcs U (WiM) MOTYT ObITh MPHUHSTHI B KaYECTBE CPEACTBA IUIATEXa, HE SBISIOLIETOCS
JneHexHou equHunen Poccuiickon denepanuu, 1EHEKHON €IMHNALIEH HHOCTPAHHOTI'O TOCYAapCTBa
1 (WIM) MEXIYHAPOIHOMN JECHEKHOW WIIM pacueTHOW eIMHUIICH, M (WJIM) B KaYE€CTBE MHBECTUITUN
U B OTHOIIEHUH KOTOPBIX OTCYTCTBYET JIMIO, OOsI3aHHOE IEepe] KaKJIbIM 00JIaJaTesieM TaKhX
AJIEKTPOHHBIX JaHHBIX, 32 UCKIIOYEHHEM OIepaTropa U (Uian) y3J10B HH(OOPMAIIMOHHOW CHCTEMBI,
00s13aHHBIX TOJIBKO 00ECTIeYMBATh COOTBETCTBHUE MOPSAKA BBIITYCKA STUX 3JIEKTPOHHBIX TaHHBIX U
OCYIIECTBIICHUS! B MX OTHOIICHMU JCHCTBHI MO BHECEHHUIO (M3MEHEHHIO) 3allucedl B TaKyIo
UH(POPMALIMOHHYIO CUCTEMY €€ IIPaBUIIaM.

KpunropbiHok — KpuUNTOBaNMIOTHBIA PBHIHOK — IUIONIAJKA, HA KOTOPOW TOPTYHOTCS
KPHUITTOBAJIOTHI.

Ckam-npoekt (ckam) — (OT aHII. scam — «MOIIEHHHYECTBO», «adepay) -
MOIICHHUYECKHI NHBECTUIIMOHHBIN TPOEKT, CO3IAaHHBII [T TOyYeHUs OBICTPON BHITOIBI.

ConuanbHasi MH:KeHepHUsi — 5T0 0OMaH U MAaHUITYJIALNUU, 3aCTaBIISIIOIINE KEPTB AeNaTh
TO, YEr0 OHU HE JOJDKHBI (HAapUMEp, COBEPIIATH 3JIEKTPOHHBIE IIEPEBOABI CPENICTB, PACKPBIBATH
yUYeTHBIE JaHHBIE U TpoUee).

®duartnblie aeHbru — (or jar. «flaty — mexper, ykazaHue, «aa OyIeT Tak») — 3TO He
o0ecrieyeHHbIe 30J0TOM WU JPYTMMH JpParoleHHbIMH MeETalllaMH J€HbI'M, HOMHUHAJIbHAs
CTOMMOCTb KOTOPBIX YCTaHABJIMBAETCS U TapaHTUPYETCS TOCYJapCTBOM BHE 3aBUCHMOCTH OT
CTOMMOCTH MaTepuaia, UCIOIb30BAHHOIO JUIsl UX U3rOTOBJIEHUA. IHBIMU CIIOBaMHM, 3TO 3aKOHHAas
BaJIIOTA JII0O0OTO TOCYyAapCTBa, HAPUMEp, PyOJib, F0aHb, A0JUIAP.

duHaHCcOBasi NMHMPAaMHMAa — pPA3HOBUJIHOCTh MOIIEHHUYECKHUX CXE€M, IpPH KOTOpOM
OCHOBATeJIM IOKPBIBAIOT 00s3aTeabCTBA INEpe] BKIAAUUKAMH C TOMOIIBIO JIEHEr OT HOBBIX
BKJIATYUKOB.

Yepuble HUISINBI — 3TO MPECTYNHUKHU, 3JI0HAMEPEHHO B3JIaMBIBAIOIINE KOMIIbIOTEPHBIE
cet. OHM TaKXke CO3/1al0T BPEIOHOCHBIE MPOrPAMMBI, KOTOPhIE YHUUTOXKAIOT (ailsibl, OJTOKUPYIOT
KOMITBIOTEPHI, KPaAyT MMapoiId, HOMEpa KPEIUTHBIX KapT U IPYTYIO JINYHYIO HH(POPMAITHIO.



IMpuaoxenne Ne 2,
Pecypcsl

Marepuansbl:

Kak  3amututhess ot  kubepmomieHHuyectBa.  [lpaBunma  OGe3omacHOCTH B
kubepnpoctpancTse. bank Poccuu [ Dnekrponnsiii pecype]. - Pexum mocryma: https://dni-fg.ru/16

Yao KkyTexa: MpecTYMHUKH MOIOUPAIOTCS K CYETaM POCCUSH Yepe3 ACTEeH. [ DICKTPOHHBIN
pecypc]. - Pexum pocryma: https://iz.ru/1592828/ivan-petrov/chado-kutezha-prestupniki-
podbiraiutsia-k-schetam-rossiian-cherez-detei

Kak 3amututh ce6s u 6mu3kux ot kubepyrposz? Munnudper PO [DnekTpoHHBIH pecypc].
- Pexxum noctyma: https://kudep3ox.pd

KubepbesomnacHocts - 310 mpocto Ha ['ocYcmyrax [DmekTpoHHBIH pecypc]. - Pexum
nocryma: https://www.gosuslugi.ru/cybersecurity

Acconuanus Pasutus dunancosoil ['pamoTHOCTH [DneKTpOHHBIN pecypc]. - Pexum
nocryna: https://fincubator.ru/company/

MexayHapoIHBIA y4eOHO-METOANYECKHA IEHTP (UHAHCOBOTO MOHUTOpHUHTA. MenaTexa
[DOnekrponHsii pecypc]. - Pexxum moctyma: https://mumcfm.ru/mediateka

Mexnynaponnas Onumnuana mo (QUHAHCOBOM OezomacHoCcTH. Marepuansl IS
noarotoBku: https://rosfinolymp.ru/prepare

Buoeonpezenmayuu

KubepmoreHHuku: HOBBIE CIIEHApUH [DJIEKTPOHHBIN pecypc|. - Pexum npocryma:
https://iz.ru/1592828/ivan-petrov/chado-kutezha-prestupniki-podbiraiutsia-k-schetam-rossiian-
cherez-detei

be3zonacHocth B OHNIAWH-Urpax [DJEKTpOHHBIA pecypc]. - Pexum pocryna:
https://rosfinolymp.ru/prepare
OuIuHr [DJ1eKTpOHHBIN pecypc]. - Pexum JOCTYyTIa:

https://moudunancel.pd/materials/video-lekcii-0-tom-kak-ne-popast-na-ulovki-finansovyh-
moshennikov/

OUImUHT B COIHAIBHBIX CETAX [DNEKTpOoHHBIM pecypc]. - Pexum npocryma:
https://rosfinolymp.ru/prepare

CoBpemeHHbIE (PUHAHCOBBIE NMUpaMHAbl [DIEKTPOHHBIN pecypc]. - Pexum npocryna:
https://mosobr.shkolamoskva.ru/release/13408

Jpornrepsl [DnexkTpoHHBII pecypc]. - Pexnm JIOCTYyIa:
https://mosobr.shkolamoskva.ru/release/13326

be3onacHoCTh TMepCOHANBHBIX JaHHBIX [DIEKTPOHHBIN pecypc]. - Pexum pocryna:
https://rosfinolymp.ru/prepare

be3onacHOoCTh MOOMIIBHBIX YCTPOMCTB [DNEKTpOHHBIN pecypce]. - Pexum npocryma:

https://mosobr.shkolamoskva.ru/release/13321

[IpotuBoaeiicTBHE M1CEBJOMHBECTULIMOHHBIM IIPOEKTaM [ DJIEKTPOHHBIN pecypc]. - Pexum
nocrtyna: https://mosobr.shkolamoskva.ru/release/13320

Kubepbe3onacHocts. Bunbl MomieHHu4ecTBa [DeKTpOHHBIN pecypce]. - Pexum gocrymna:
https://mosobr.shkolamoskva.ru/release/12931

He coobmiaiiTe MoleHHIKaM Ballld JUYHbIE JaHHble! [DIeKTpoHHBIN pecypc]. - Pexum
nocryma: https://mosobr.shkolamoskva.ru/release/12385
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