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schemes used by criminals. Two of these issues – the 
use of criminal proceeds to finance terrorists and the 
risks associated with virtual assets – are listed among 
the FATF’s current priorities. Some time ago, the EAG 
researched the issue connected with the purchase of 
tickets for foreign terrorist fighters. I must say that for us 
and the CIS Anti-Terrorist Centre, one of the surprise 
outcomes of this work was the interest shown by the 
ICAO [International Civil Aviation Organization].”

The issues discussed at the forum were structured 
into three thematic sections: the use of criminal 
proceeds, including from organized crime, to finance 
terrorists; human trafficking; and the risks associated 
with digital financial assets.

During the first section, participants familiarized 
themselves with the FATF’s assessment of terrorist 
financing risks; reviewed countries’ reports on the 
national assessment of risks in this area; and studied 
the findings of the APG’s regional risk assessment, 
the UN’s research into the potential links between 
terrorist financing and organized crime, and the 
relevant UNSC resolutions. The meeting included 
presentations of financial investigations into the use 
of criminal proceeds  – including from organized 
crime – to finance terrorists, conducted within the 
framework of the EAG/APG joint study on the same 
topic, whose findings will be presented in the second 
half of 2019.

Participants in the section on risks related to virtual 
assets, meanwhile, reviewed countries’ reports on the 
use of virtual assets for money laundering, studied 
the experience of national competent authorities 
in identifying and investigating such crimes, and 

talked about the use of enforcement measures and 
confiscations. They also discussed the role of the 
private sector in identifying and analysing the relevant 
schemes, including the mechanisms for identifying 
unregistered providers of virtual asset services, the 
possibility of obtaining information on cryptocurrency 
transactions from the traditional banking sector and 
the use of specialized hardware. According to a 
representative from FATF Secretariat, this workshop 
represents a significant contribution by the EAG and 
APG to the current FATF project to draft operational 
guidelines on the identification, investigation, seizure 
and confiscation of virtual assets. 

The anti-trafficking and smuggling section took place 
with the active participation of representatives from 
civil society and the private sector, who familiarized 
the participants with the initiatives aimed at identifying 
financial transactions related to these crimes. 

The meeting was attended by over 260 representatives 
of financial intelligence units, law enforcement and 
supervisory agencies and the private sector from 
more than 60 countries and organizations of the 
Eurasian and Asian-Pacific regions. 

The workshop ended with the presentation of ITMCFM 
projects for participants in the international AML/CFT 
system.

In his closing remarks, Head of Rosfinmonitoring’s 
Siberian Federal District Inter-Regional Department, 
A. Dolbnya noted that the discussion of the topics 
raised at the workshop is particularly important for the 
Russian Federation in the context of the upcoming 
FATF mutual evaluation.
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A. Dolbnya: 

“Many countries participating in the workshop have 
already hosted visiting missions and appreciated 
the high bar set by the FATF for national AML/CFT 
systems. I ’m confident that typologies discussed 

in the sections will find practical application within 
the national AML/CFT systems, helping mitigate 
the risks stemming from the use of digital financial 
assets for criminal purposes and bolstering 
the fight against terrorist financing and human 
trafficking.”

The Eurasian Group on Combating Money 
Laundering and Financing of Terrorism (EAG) 
and the Asia-Pacific Group on Money Laundering 
(APG) are FATF-style regional bodies that 
pursue independent AML/CFT policies based 
on the FATF Recommendations. The EAG is 
a FATF-style regional body uniting Belarus, 

India, Kazakhstan, China, Kyrgyzstan, Russia, 
Tajikistan, Turkmenistan and Uzbekistan. The 
EAG is an associate member of the FATF. The 
APG, where Russia holds observer status, 
includes 41 countries of the Asia-Pacific region 
among its members. 

Background
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MONEYVAL’S 57TH PLENARY MEETING
The Committee of Experts on the Evaluation of Anti-Money Laundering Measures and Financing 
of Terrorism of the Council of Europe (MONEYVAL) held its 57th Plenary meeting in Strasbourg 
on 3 - 7 December 2018 
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NEW LEGISLATION AFFECTING THE TRADE 
IN PRECIOUS STONES AND METALS 
The National Festival “Golden Hands of Russia” was held at the Guest House  
on 14 - 16 December 2018. The festival, organized with support from the Russian Finance  
Ministry and opened by Deputy Finance Minister A. Moiseev, was attended  
by Rosfinmonitoring Deputy Director O. Krylov 

INTERAGENCY WORKING GROUP

C ertain aspects of the efforts to counter illicit 
transactions in precious metals and stones 
were discussed at the October 10, 2018 
meeting of the Interagency Working Group 

(IWG), chaired by A. Vaino. In particular, participants 
voted to organize a series of cultural and educational 
activities, including exhibitions, designed to kick-
start a debate on the measures aimed at promoting 
consumer interest in the Russian jewellery industry 
and persuading participants in the precious metals 
and stones market to abandon the unregulated 
sector.

The issue of implementation of a risk-based 
approach to counter illicit transactions related to 
the manufacture, processing and trade in precious 
metals and precious stones was first raised at 
the IWG about a year ago, culminating in the draft 

assessment of the ML/TF risks in the precious metals 
and precious stones sector, prepared by the Russian 
Assay Chamber in collaboration with the Ministry of 
Finance and concerned federal executive bodies.

This draft assessment was subsequently sent to 
Rosfinmonitoring and included in the national risk 
assessment.

It’s worth noting that from 2009 to 2015, Russia lacked 
any regulations governing the manufacture, use and 
trade in precious metals. Nor were there any rules 
governing the mining (with regard to sorting, primary 
classification and initial valuation), use and trade in 
precious stones. To make matters worse, authorities 
were not allowed to conduct scheduled inspections 
of existing and newly formed small businesses (legal 
persons and individual entrepreneurs). 
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The agencies concerned submitted their proposals 
for improving the relevant legislative framework, 
some of which have already been incorporated into 
existing regulations. 

For example, the Finance Ministry’s initiatives have 
made their way into the following instruments:

�� RF Government Resolution No. 798 dated July 7,  
2018 “On amendments to the Guidance on the 
Maintenance of the Special Register of Legal 
Entities and Individual Entrepreneurs Carrying 
Out Transactions with Precious Metals and 
Precious Stones”, setting out the procedure 
and grounds for de-registration of legal entities 
and individual entrepreneurs carrying out 
transactions with precious metals and precious 
stones.

�� Draft Federal Law “On amendments to Article 
1 of the Federal Law ‘On Precious Metals 
and Precious Stones’”, whose purpose is to 
protect the Russian precious stones market 
and combat illicit trafficking in synthetic stones 
under the guise of precious ones. The bill 
grants the Russian Government the powers to 
regulate the use and trade in artificial materials 
that have the characteristics (properties) of 
precious stones.

�� The draft Federal Law that lifts the ban on 
scheduled inspections of existing and newly 
formed small businesses (legal persons 
and individual entrepreneurs) carrying out 
transactions with precious metals and precious 
stones, as well as allowing such inspections 
to be conducted more than once every three 
years, has been resubmitted for consideration 
by the Russian Government.

�� As part of the measures to improve the tax code, 
a number of proposals for taxing transactions 
in gold, including its sale by banks and natural 
persons, have been considered. 

�� As part of the measures to improve the customs 
code, the Board of the Eurasian Economic 
Commission has prepared a draft resolution 
“On amendments to the List of goods that are 
essential for the domestic market of the Eurasian 
Economic Union and which in exceptional cases 
can become the target of a temporary ban or 
quantitative export restrictions” in accordance 

with the provisions of the Treaty on the Eurasian 
Economic Union of May 29, 2014.

A proposal to expand this List by adding to 
it the following commodity items: “ores and 
concentrates”, “waste and scrap of precious metals 
or metals clad with precious metals; other waste 
and scrap containing precious metal or compounds 
of precious metals used mainly for the extraction of 
precious metals” has been drafted for the possible 
introduction and application of non-tariff regulatory 
measures to the specified commodity items.

The Federal Customs Service, at the suggestion 
of the Finance Ministry, has prepared a draft 
EAEU resolution on the separation of the EAEC 
Import/Export Commodity Nomenclature codes 
for precious stones, which has been approved 
by the Government Commission on Economic 
Development and Integration and sent for approval 
to the EEC. 

With a view to expanding the powers of the Assay 
Chamber of Russia:

�� RF Government Resolution No. 798 dated July 7,  
2018 “On amendments to the Guidance on the 
Maintenance of the Special Register of Legal 
Entities and Individual Entrepreneurs Carrying 
Out Transactions with Precious Metals and 
Precious Stones”, setting out the procedure 
and grounds for de-registration of legal entities 
and individual entrepreneurs carrying out 
transactions with precious metals and precious 
stones, has been adopted;

�� the draft Federal Law that lifts the ban on 
scheduled inspections of existing and newly 
formed small businesses (legal persons 
and individual entrepreneurs) carrying out 
transactions with precious metals and precious 
stones, as well as allowing such inspections 
to be conducted more than once every three 
years, has been drafted.

The Bank of Russia has begun the drafting of a 
new form for reporting transactions with precious 
metals by credit institutions, fixed the date for its 
introduction and the frequency of submission, 
taking into account the needs of the Finance 
Ministry, the Federal Tax Service, Rosfinmonitoring 
and the Assay Chamber (Bank of Russia Letter No. 
03-12-6/4825 dated June 28, 2018).
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Rosfinmonitoring has submitted to the Federal 
Customs Service legislative proposals concerning the 
trade in precious metals and precious stones, prepared 
by the Interagency Working Group on Countering 
Illicit Transactions in the North Caucasian Federal 
District (NCFD IWG). Among others, Rosfinmonitoring 
proposes to strengthen the integration of the jewellery 
sector into the AML/CFT system and promote 
interagency cooperation at the regional level.

In addition, the IWG has considered a proposal to set 
up an integrated information system for controlling all 
stages of the trade in precious metals and precious 
stones (PMPS IIS). The introduction of the PMPS IIS will 
enable authorities, among other things, to create an 
end-to-end tracking mechanism for precious metals 
and precious stones, from mining to sales to end-users, 
regulate the market, create favourable conditions for 
bona fide industry participants and boost tax collection.

After the launch of the PMPS IIS pilot, Rosfinmonitoring 
will take part in the testing of this system.

With a view to improving the quality of risk-
based supervision over the precious metals and 
precious stones market and the assessment of the  
ML/TF risks in this sector, Rosfinmonitoring and the 
Chamber executed the supplementary agreement 
dated May 10, 2018 to Cooperation and Information 
Sharing Agreement No. 01-01-17/1094 dated January 
22, 2016, expanding the scope of information 
sharing to include reports to the Assay Chamber on 
the jewellery industry participants denied service by 
other reporting entities. 

Rosfinmonitoring in collaboration with the Ministry of 
Internal Affairs, FSB, the Investigative Committee and 
the Federal Tax Service, is taking joint comprehensive 
measures to identify and combat organized criminal 
groups whose members specialize in the illicit 
trafficking of precious metals and precious stones, 
as well as carrying out verification activities targeting 
entities engaged in the trade in precious metals and 
precious stones. 
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FINTECH’S IMPACT ON ANTI-MONEY 
LAUNDERING AND COUNTER TERRORISM 
FINANCING 

T he global AML/CFT standards, represented 
by the FATF Recommendations, contain a 
separate recommendation dedicated to new 
technologies (Recommendation 15). Financial 

institutions are required to assess the ML/TF risks prior 
to the launch of new products and business practices, 
including new mechanisms for the transfer or use of 
new or developing technologies.

In 2017, as part of its broader cooperation with the 
private sector, the FATF launched a separate initiative 
designed to promote cooperation with Fintech 
companies. Below is a summary of the key risk 
factors related to new technologies and their possible 
implications.

Geographical reach 

As a legal tender, cash is largely limited in its everyday 
use to a single country or a group of countries, with 
payments being either local or tied to a direct or 
indirect physical contact between the payer and 
payee. The development of new technologies, 
however, gives rise to the emergence of payment 
instruments – cards, e-wallets, etc. – that are not tied 
to any particular country, representing the potential 
for their cross-border use which is viewed as risky by 
the FATF1.

In the National Terrorist Financing Risk Assessment2, 
the use of the Internet to raise funds for terrorists is 

Viktor Dostov,
Chairman of the Association of the E-Money and Remittances Market Participants, 
Senior Fellow at St. Petersburg State University, Ph.D.

Herman Neglyad,
Head of Rosfinmonitoring’s Legal Department

Pavel Shust,
Executive director of the Association of the E-Money and Remittances Market Participants, 
Senior Fellow at St. Petersburg State University, Ph.D.

1 Guidance for Risk-Based Approach. Prepaid Cards, Mobile Payments and Internet-Based Payment Services // FATF/OECD. June 2013.
2 National Terrorist Financing Risk Assessment. Public Report // Federal Financial Monitoring Service. 20.06.2018.

FINTECH
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rated as high risk in Russia. This fundraising method 
is described as highly relevant and widely popular 
among terrorist groups.

Meanwhile, the cross-border properties of these 
technologies have clear benefits for consumers: they 
power e-commerce, make it unnecessary to exchange 
cash when abroad and improve personal security. 
The same functionality helps improve transparency; 
for example, the rise of taxi aggregators such as 
Yandex. Taxi has forced the unofficial taxi market to 
adopt cashless payments, thereby rendering it more 
transparent and taxable.

The cross-border movement of funds, goods and 
labour, coupled with the permeability of national 
borders, encourages financial intelligence units, law 
enforcement and supervisory authorities to seek 
closer cooperation with each other.

Fast transfer times

Although instantaneousness used to be the key 
feature of such niche instruments as e-wallets, today 
it has become an almost universal standard. For 
example, according to the European standards for 
instant interbank payments (SEPA SCT Inst), it should 
take no more than 10 seconds for money to be 
transferred from one account to another3. Eventually, 
all payments are likely to become instantaneous, a 
convenience which will be appreciated by consumers 
and businesses alike.

In terms of AML/CFT, higher transfer speeds means 
new oversight requirements, with banks no longer 
having the luxury of time – several hours or even 
days – to match the payer and payee names against 
the sanctions lists, assess the transaction risk, 
compare it with other transactions, etc. 

The risks related to fast transfer times are also cited 
in the aforementioned National Terrorist Financing 
Risk Assessment. Such risks are common for terrorist 
financing transactions carried out with or without 
the use of a bank account, including, for example, 

through the use of EPIs registered to individuals who 
are unaware of their full potential, including for use in 
fraud-related ML schemes involving EPIs themselves 
(cyberfraud)4.

In all fairness, the risks related to the use of cash in 
ML schemes, or to support terrorists, are also rated 
as high in the above reports. 

From transaction analysis to behaviour analysis

According to statistics, the Bank of Russia payment 
system was used in 2017 to make more than 1.5 
billion (!) payments, more than 900 million personal 
transfers without opening a bank account; and more 
than 3.3 billion cash withdrawals5. In this array of 
predominantly legitimate transactions, it’s important 
to identify suspicious ones, and do it promptly.

This analysis of behavioural patterns requires both 
the introduction of new automatic algorithms and 
the application of the risk-based approach. A shift 
from the analysis of individual transactions to the 
analysis of overall customer behaviour will lead in the 
future to the rejection of formal indicators, requiring 
banks to commit themselves to an on-going study 
of new typologies. To this end, Rosfinmonitoring, in 
collaboration with private sector experts, is refining 
the profile of a drug trafficker that uses, among 
others, remittance systems. Once completed, this 
profile will be used by financial institutions’ internal 
control units.

3 SEPA Instant Credit Transfer (SCTinst) scheme Rulebook, (2017) // europeanpaymentscouncil.eu. URL:https://www. europeanpaymentscoundl.eu/sites/
default/files/KB/files/EPC004-16%202017%20SCT%20Instant%20Rulebook%20v1.0.pdf (access date: 30.04.2018).
4 National Money Laundering Risk Assessment 2017-2018. Key findings // Federal Financial Monitoring Service. 2018.
5 The National Payment System: Key Metrics // Central Bank of Russia.
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Lowering the threshold for consumers as a way 
to promote financial inclusion

The absence of any contradiction between the 
effectiveness of the fight against money laundering 
and terrorist financing and greater financial inclusion 
was noted by the FATF back several years ago6, 
rendering the efforts to promote financial inclusion – 
or, in a more altruistic jargon, to make a transition to a 
cashless society – inseparable from improvements to 
AML/CFT.

In this context, the use of cross-border remittances 
is particular relevant for Russia. According to the 
World Bank, outbound remittances from Russia are 
among the cheapest in the world: the average charge 
is 1.64% vs 5.27% for the rest of the world. The low 
cost and almost universal availability (through a 
network of agents) has made official remittances 
extremely popular among labour migrants working 
in the country. According to the Bank of Russia, 
outbound remittances from Russia to CIS countries 
totalled more than 7 billion dollars (almost 17.5 million 
remittances) in 20177. In the past, this money used to 
be moved across the border in cash – in cars, trains 
and planes. Today, however, money flows are both 
more transparent and traceable, not least thanks to 
the accurate remittance data available to us.

Reinterpreting the KYC policy

Although the Know Your Customer policy, of which 
identification requirements constitute an integral part, 
continue to form the basis of most AML/CFT measures, 
our understanding of this policy is changing.

This trend is reflected in the proliferation of remote 
identification procedures, alternatively known as non-
face-to-face identification. The choice of proposed 
solutions is actually quite diverse. It includes the use 
of biometrics (India), matching of data against public 
(Nigeria, Mexico) and private (UK) databases, video 
identification (Spain, Switzerland, Estonia) and many 
other techniques.

Russia has also joined this trend, utilizing simplified 
identification mechanisms that rely on information 
from government databases. In the summer of 2018, 
it also began testing the use of biometrics to solve 
identification problems.

Although, the underlying reasons for money laundering 
have remained largely unchanged, its methods and 
instruments have certainly evolved, shifting from the 
use of laundry shops and beauty salons to launder 
criminal proceeds to more complex schemes. 

Approaches to mitigating the risks of misuse of virtual 
currencies for ML/TF purposes deserve a separate 
assessment. In the National Money Laundering Risk 
Assessment, the risks of misuse of digital currencies 
in money laundering schemes, particularly drug-
related, are rated as high8.

Meanwhile, more profound changes have occurred in 
the area of terrorist financing. While in the past terrorist 
activities used to be carried out by large criminal groups 
with access to significant financial resources, today the 
tactics employed by terrorists have changed, shifting 
from large-scale terrorist actions to lone wolf, low-cost 
attacks. According to Norwegian studies, 50 percent 
of European terrorist cells are self-sufficient, with some 
individuals who had left their country to join terrorists in 
a war zone continuing to receive state benefits.

Given that new technologies are used for the same 
purposes both by law-abiding citizens and criminals 
alike, separating these consumer groups from 
one another takes priority, a task that once against 
requires a good understanding of typologies and the 
use of complex analytical solutions.

Conclusion

Fintech has stopped being a niche trend and become 
mainstream. Although benefiting consumers by 
making their life more comfortable, these changes are 
bound to affect the AML/CFT efforts undertaken by 
financial institutions and regulators.

6 FATF Guidance. Anti-Money Laundering and Terrorist Financing Measures and Financial Inclusion. With a supplement on Customer Due Diligence // 
FATF. November 2017.
7 Outbound Cross-border Personal Remittances (to CIS countries) // Central Bank of Russia
8 G Y. Neglyad. Virtual Currencies and the Challenges of Combating Money Laundering and Terrorist Financing // Magazine “Property Relations in the 
Russian Federation”, 2018. No. 5 pp. 105-107.
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In our opinion, subject to the use of the risk-based 
approach and a robust assessment of ML/TF risks in 
Russia, there’s every chance for an effective and safe 
overhaul of the country’s banking services industry. In 
the National AML/CFT System Development Strategy, 
endorsed by the Russian President on May 30, 20189, 
improvements to legal and regulatory frameworks 
governing the use of modern technologies are 
listed among its priorities. Finding solutions to these 
challenges will allow us to both mitigate the related 
risks and strike the right balance between greater 
financial inclusion, effective consumer protection and 
sustainable economic growth. 

9 The National AML/CFT System Development Strategy (endorsed by the Russian President on May 30, 2018).
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THE PURPOSE OF THE VCS PLAN  
IS TO STRENGTHEN THE CAPACITY  
OF NATIONAL AML/CFT SYSTEMS IN EURASIA

Konstantin Sorokin,
Special correspondent 

T he EAG’s video conferencing system 
(VCS), created in accordance with the 
EAG 9th Plenary (16 - 19 December 2008) 
decision on the development of the EAG 

Common Information Space concept, facilities 
closer engagement between national FIUs and 
other government authorities, allowing them to 
organize real-time meetings, experience-sharing 
sessions, round tables, trainings and other 
activities.

The VCS, operated by the International Training and 
Methodology Centre for Financial Monitoring (ITMCFM), 
is currently used by the financial intelligence units of 
Armenia, Belarus, Kazakhstan (Astana and Almaty 
hubs), Kyrgyzstan, Russia, Tajikistan and Uzbekistan, 
with plans to connect the universities of the international 
network AML/CFT Institute (INI) in the near future. 
The participation of the INI universities, which boast 
substantial scientific and academic potential, will open 
the door to the use of this potential by national FIUs.

VIDEO CONFERENCING
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In line with the EAG Regulations on joint video 
conferencing activities, approved by the EAG 19th 
Plenary, the FIUs of the EAG member and observer 
countries from among the VCS participants, on 
an annual basis, select and submit to ITMCFM 
the most relevant topics for and formats of video 
conferencing activities, taking into account the 
needs of their national AML/CFT systems.

ITMCFM, as the VCS operator, collates and 
summarizes these proposals, making them part of 
its draft annual activity plan.

This plan also includes activities sponsored by the 
Secretariat of the CIS Council of Heads of Financial 
Intelligence Units (CHFIU).

In planning and organizing activities, ITMCFM 
prioritizes preparations of countries for mutual 
evaluations; studies of best international AML/CFT 
experiences and practices, including with the 
involvement of leading, including international, 
experts; involvement of the maximum number of 
key national AML/CFT stakeholders; exchanges 
of country-specific thematic experiences; active 
involvement of the EAG countries in the selection 
of the event topics; and maximum consideration of 
their needs.

Among the predominant formats of training 
activities held in 2018 were:

�� training courses for the key categories of  
AML/CFT system participants (FIUs, law 
enforcement, supervisors and the private 
sector);

�� thematic roundtable discussions of specific 
Recommendations and Immediate Outcomes;

�� workshops on current trends and national  
AML/CFT system development prospects. 

The effectiveness of the EAG-wide VCS deployed 
by ITMCFM has been repeatedly praised at the 
EAG Plenary and Working Group on Technical 
Assistance (WGTA) meetings. Participants 
particularly noted its use as a rapid communication 
tool, whose relevance increases further in the run-
up to mutual evaluations.

Following the successful use of the VCS at the EAG 
28th Plenary meeting in Nanjing, China, in May 
2018, and 29th Plenary meeting in Minsk, Belarus, 
in November 2018, all concerned EAG FIUs, other 
government agencies, educational and scientific 
institutions, and representatives of the private 
sector were urged to work with ITMCFM to explore 
the possibility of connecting to it. 

Among the key outcomes of the use of the VCS for 
technical assistance purposes in 2018 were:

�� expanded systemic capacity of the FIUs and 
other AML/CFT system participants from among 
EAG member and observer countries;

�� maximum inclusion of national AML/CFT  
system participants in the run-up to mutual 
evaluations;

�� uninterrupted work by EAG experts in the 
intersessional period;

More than 

2000
participants

Armenia

Belarus

Kazakhstan

Kyrgyzstan

Tajikistan

Uzbekistan

Russia

Countries’ 
participation in video 
conferencing events 
in 2018
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�� involvement of government agencies and 
the private sector in the process of initiation 
and organization of events, and leveraging 
the potential of the scientific and academic 
community.

The VCS is regularly used by the EAG Secretariat to 
prepare for plenary sessions and expert discussions 
of mutual evaluation reports and draft MERs of EAG 
member states.

Among other regular VCS users is the CIS Council 
of Heads of Financial Intelligence Units, and in 
particular its working groups, whose VCS’s based 
regular discussions of the current projects often lead 
to the intensification of the work on these projects in 
the intercessional period.

Among the training courses organized via video 
conferencing in 2018 were:

1.	A training course for FIU analysts, which 
included training workshops on the use of 
typologies, suspicious transaction reports 
(STRs), visual analysis tools, strategic analysis, 
information and analytical tools, as well as on 

other topics of interest to FIU analysts.  
Lectures were read by representatives  
of Rosfinmonitoring, international integrator 
companies developing information and 
analytical systems for use by government 
agencies and the private sector, and 
international experts, with representatives  
of the banking sector participating in a number 
of thematic events making up the course.

2.	A training course for law enforcement, prosecution 
and judicial authorities from among the national 
AML/CFT system participants. The course, 
run jointly by ITMCFM and the Investigative 
Committee, was organized in support of the 
initiative by the FATF President in 2017-2018 
Santiago Otamendi of Argentina to extend 
the AML/CFT theme to cover investigators, 
prosecutors, judges and the criminal justice 
system as a whole.

The work to organize the course involved 
contributions from high-level international experts. 
The course allowed its participants to study best 
international experiences and practices related to the 
search, seizure and repatriation of assets, conduct 

EAG’s VCS

The video conferencing 
system facilities rapid 
engagement between 
national FIUs and other 
government authorities, 
allowing them to organize 
real-time meetings, round 
tables, trainings and other 
activities. 

Uzbekistan

Kyrgyzstan

Armenia Kazakhstan

Belarus

Russia

EAG Secretariat 

Tajikistan
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of international financial investigations, and provision 
of mutual legal assistance with account for foreign 
countries’ specifics; familiarize themselves with best 
practices and methods of cooperation between 
the FIU and investigative bodies; examine issues 
related to the classification, evidence gathering and 
prosecution of ML/TF offences; and focus on many 
other relevant issues.

Next year, ITMCFM and the Investigative Committee 
plan to continue their work in this area.

3.	A course for supervisors and representatives of 
the private sector on new payment methods and 
ML/TF risks. The focus of the course was on new 
challenges and threats; financial, regulatory and 
supervisory technologies; the role of the private 
sector and supervisors in building an effective 
national AML/CFT system (IOs 3 and 4), 
including strengthening of cooperation between 
them; as well as on the prospects  
of EAEU integration and, hence, the 
harmonization of financial markets and 
regulatory regimes.

A list of other video conferencing activities popular 
with AML/CFT system participants includes 
workshops and round tables dedicated to the sharing 
of practical experiences.

Responding to requests from foreign VCS participants, 
ITMCFM changed the way it organized the majority 
of such events, including by supplementing them 
with lectures and theoretical content featuring 
applicable Russian and international experience. 
Lectures are conducted by leading practitioners 
from government agencies and the private sector 
and international experts. Meanwhile, activities 
themselves are organized in close collaboration with 

relevant supervisory and other government bodies 
(the Bank of Russia, Roskomnadzor, Interior Ministry, 
the Investigative Committee, etc.) and the private 
sector, including with the help of Rosfinmonitoring’s 
Compliance Council.

Among the most popular topics of such events in 
2018 were:

�� cross-border payments, including those featuring 
cryptocurrencies and digital currencies, and 
abuse of new payment methods

�� workshops on sectoral supervision of reporting 
entities’ AML/CFT regimes (postal, mobile and 
fixed-line communication service providers, 
the securities market and wire transfer service 
providers)

�� combating terrorist financing (identification 
of transactions with terror-prone areas, 
implementation of UNSC CFT and PF resolutions, 
the work carried out by the Interagency Committee 
for Combating Terrorist Financing, sharing of terror 
lists in order to take freezing action).

In 2018, the VCS was used to organize more than 
50 activities, including trainings, workshops, round 
tables, meetings, etc. ITMCFM, after summarizing 
proposals submitted by the EAG FIUs and other 
interested VCS users, has prepared a 2019 plan of 
video conferencing activities for EAG member and 
observer countries. In preparing such events, ITMCFM 
increasingly relies on initiatives and organizational 
support from supervisory and law enforcement 
agencies, as well as FIUs. The implementation of this 
plan will contribute to the further development and 
strengthening of the capacity of national AML/CFT 
systems across Eurasia.
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